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Are audit and assurance policies, procedures, and Yes CSP-owned Esri utilizes the Building Security In Maturity Model (BSIMM) as the backbone [Esri (£, BSIMM (Building Security In Maturity Model) %/ 78—
standards established, documented, approved, to measure its efforts to immerse security throughout the development life L LTRIALT. BE0BES 4 79 A 2Lkt s 154 58
communicated, applied, evaluated, and maintained? eyfele [T s WOk Siteelie TEner (e 15 Sroehts, LR E CEES B3O DIM Y EAEBELTNES
ArcGIS Online is FedRAMP authorized and therefore also aligns with NIST ! > - ! ~ S
standards. Please see our Secure Development Lifecycle Overview on within [ArcGIS Online (& FedRAMP OFREZZIF TW 578, NIST FREICH
L3Sl the ArcGIS Trust Center documents https://trust.arcgis.com for more HEMLTWET, SEMIC DL TIE. ArcGIS Trust Center
L7, https://trust.arcgis.com ® F¥ 2 X > hZBFEN T3 [Secure Audit and
Development Lifecycle Overview] % TS 72& W, Assurance Policy
and Procedures
Are audit and assurance policies, procedures, and Yes CSP-owned Audit and assurance polices, procedure and standards are established, EEBLWNMRIEOAE. FIE. BEEZEEST, XEah, AP
standards reviewed and updated at least annually? documented and approved annually. nE<,
A&A-01.2
Are independent audit and assurance assessments Yes CSP-owned ArcGIS Online solution is annually assessed/audited by an independent 3rd  [ArcGIS Online Y U 2 —< 3 > (x. NIST 1Z# (2#Hl 94 5 FedRAMP &
conducted according to relevant standards at least party assessor as per FedRAMP requirements which utilizes NIST standards. CEIZRE > T, JRT L 7-5 = E AL I & > CEETE/EE S hT L Independent
A&A-02.1 annually?
y E3EN Assessments
Are independent audit and assurance assessments Yes CSP-owned ArcGIS Online solution is annually assessed/audited by a 3rd party assessor as|ArcGIS Online YU 2 — 3 vit. URIBEBO 7L —L T —27 &S
performed according to risk-based plans and policies? per FedRAMP requirements which is based on a risk management < FedRAMP B (2fit - T, 5= E V(MBS - & - C 54 /B & Risk Based
framework. .
A&A-03.1 nTuwET, Planning
Assessment
Is compliance verified regarding all relevant standards, |Yes CSP-owned Esri utilizes the Building Security In Maturity Model (BSIMM) as the backbone [Esri (£, BSIMM (Building Security In Maturity Model) % /v 78—
regulations, legal/contractual, and statutory to measure its efforts to immerse security throughout the development life L r LTRIALT. BE0BES (794 /Lt d 1T 58
requirements applicable to the audit? cycle in the most effective manner for its products. Along with OWASP Top 10| P . . s
and SANS 25 ArcGIS Online is FedRAMP authorized and therefore aligns with LHRNBTETRESEDHOMYMAERAELTVET,
NIST standards. Please see our Secure Development Lifecycle Overview on ArcGIS Online (£, OWASP Top 10 5 &£ U SANS 25 & & %12 Requi
A&A-04.1 within the ArcGIS Trust Center documents https://trust.arcgis.com for more [FedRAMP DZRE%E (3T Y . NIST HEH# (ZHEM LT LN E 4, equirements
i i - . Compliance
information. SHAIC DL TIX, ArcGIS Trust Center https://trust.arcgis.com ® R P
FaxvhicBHINTWS [Secure Development Lifecycle
Overview] & ZHH 723 L,
Is an audit management process defined and Yes CSP-owned ArcGIS Online solution is annually assessed/audited by a 3rd party assessor as|ArcGIS Online VU 2 —< 3 > (3. FedRAMP EHICHE-> T, B=E
implemented to support audit planning, risk analysis, per FedRAMP requirements. MBS (- & » CEETEM/EEINTWET,
security control assessments, conclusions, remediation
. . Audit Management
A&A-05.1 schedules, report generation, and reviews of past
reports and supporting evidence? Process
Is a risk-based corrective action plan to remediate audit |Yes CSP-owned ArcGIS Online has a Risk Assessment Process in place as part of the ArcGIS Online (21Z. EHNTE -4 v ZHEO—BE LTY X 27 H
findings established, documented, approved, Continuous Monitoring Plan, with includes the generation of a Plan of Actions FOE AL SNTEY . BEDT-HD POAM (Plan of Actions and
A&A-06.1 |communicated, applied, evaluated, and maintained? (0 (¥ T eskmiates (POl i e, Remediation

Milestones) DYERMEENE T,
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Is the remediation status of audit findings reviewed and |Yes CSP-owned Esri will notify customers about inappropriate access to their data after a Esrild. BEBEOT—XHATBEYICT 7t RENT-Z LHREREINT
reported to relevant stakeholders? confirmation has been made that their data was inappropriately accessed. %, BEHICEML T, FedRAMP B0 —E L LT, Web, > X
Web, system and database scans as part of FedRAMP requirements are _ . . e o .
ASA-06.2 reviewed and reported. Static, 3rd party analysis is removed and reported Th ToER-AOZAFrrALEa—IN HESINIT, FH R diati Audit &
) https://trust.arcgis.com/en/ for Security Announcements are published to Y — =74 ODITIEBIBR I, https://trust.arcgis.com/ T& emediation Assurance
serve as notification of security information LxnFT, tF2U T BEROBMELT. EF¥F2YUTF4ICBT3
BHoEAIBEHINET,
Are application security policies and procedures Yes CSP-owned Esri utilizes the Building Security In Maturity Model (BSIMM) as the backbone |Esri (&, BSIMM (Building Security In Maturity Model) % /X &7 7R —
established, documented, approved, communicated, to measure its efforts to immerse security throughout the development life |, . LTAIBLT. BE0EES A 79 A ZLkicbx 2T 58
applied, evaluated, and maintained to guide appropriate 8= n Ui nest Eiasie me e el 1S [Prslies, LR E CEE S 2D Y EAEBELTNES
lanning. deli 4 fth o ArcGIS Online is FedRAMP authorized and therefore also aligns with NIST ! > = * ~ °
P anhlns, ¢ |very', an sup.p.cTrt of the organization's standards. Please see our Secure Development Lifecycle Overview on within |ArcGIS Online |4 FedRAMP OFE %32 (F T35 7=, NIST F#E(ICH
AlS-01.1 application security capabilities? the ArcGIS Trust Center documents https://trust.arcgis.com for more EHRLTWET, Applicati d
information = _ . . . pplication an
SEAMMIC DWW TIE, ArcGIS Trust Center https://trust.arcgis.com @ F Interface Security
FaxvhBHINTWS [Secure Development Lifecycle Policy and
i THIBL A
Overview] & ZZRIZE L, Procedures
Are application security policies and procedures Yes CSP-owned As part of the implemented FedRAMP program Security polices and REI N/ FedRAMP 7077 Ln—EE LT, FedRAMP NIST 800-
reviewed and updated at least annually? procedures along with security related areas associated with FedRAMP NIST 53 &I |CEET At E 1 Y FABENFLE L HIT. EFa YT 4 RY
AlS-01.2 800-53 controls are reviewed and updated at least annually. . N
: Vo CFENDP LK EEFIRRES N, BFHINET,
Are baseline requirements to secure different Yes CSP-owned ArcGIS Online systems are based off the same baseline with CIS Level 1 ArcGIS Online @3 X F Ll CISLRIL IRV FTv—ohpEEINT
applications established, documented, and maintained? benchmarks implemented. The Cloud Infrastructure providers who are ISO FALR—Z54vA&~_R—2(ZLTWET, SO 270001 RIE#EE L 7= Application
270001 certified manage the backend routers, DNS servers and hypervisors L _ L L . . PP
AlS-02.1 77IRAYTIRANTIFw TRANAL—IE, Ny 7TV FDIL— | Security Baseline
Z—, DNS H—/N— NAN—NAHF—%FEBLTLET, Requirements
- - - - — - —— = Application &
Are technical and operational metrics defined and Yes CSP-owned As part of FedRAMP compliance, ArcGIS Online implements a robust FedRAMP Tailored Low 3> 754 7> RD—IRE LT, ArcGIS )
implemented according to business objectives, security continuous monitoring program to monitor risk which includes monthly Online Tlg. HH< L HE 1 ADABIEERE Y X2 EBDT-HD Interface Security
requirements, and compliance obligations? metric review and internal assessments at least annually. Dashboards are 2 7 e b e e oo Application
AIS-03.1 ’ also used for performance review and analysis. BEGRBNET=X) 7 TA7ILERBLTVET, Xy >a Security Metrics
RPN T7+ =V ZAOLE2—EMMICHERINES, Y
Is an SDLC process defined and implemented for Yes CSP-owned Esri utilizes the Building Security In Maturity Model (BSIMM) as the backbone [Esri (&, BSIMM (Building Security In Maturity Model) % /X 258 — | Secure Application
application design, development, deployment, and to measure its efforts to immerse security throughout the development life |, . LTAIBLT. BE0BKS A 794 ZLkictx T4 58 Design and
operation per organizationally designed security cycle in the most effective manner for its products. AT TR X 1 B 7 (DER Y M IR LT o o Development
. s ArcGIS Online is FedRAMP authorized and therefore also aligns with NIST ! > - ! ~ °
requirements standards. Please see our Secure Development Lifecycle Overview on within |ArcGIS Online |3 FedRAMP DERE % Z|F T 578, NIST FREICH
AIS-04.1 the ArcGIS Trust Center documents https://trust.arcgis.com for more ML TWET, IO TIE. ArcGIS Trust Center
pieinasens https://trust.arcgis.com ® K& 2 X > b (CBE T35 [Secure
Development Lifecycle Overview] & ZZBB72& W,
Does the testing strategy outline criteria to accept new |Yes CSP-owned ArcGIS Online performs a significant impact assessment for new information [ArcGIS Online Tl. HL WERI A F L, 7v 7oL — K, {R5FICE
information systems, upgrades, and new versions while systems, upgrades and maintenance. The changes are assessed by the LT, BEAAEEHEAEHLTWET, ZERERF—LetEa Y
ensuring application security, compliance adherence, and Development and Security Teams to understand operational and security _ ~ j _ . o Automated
AIlS-05.1 zational d of deli ' Is? ' impact. Results are presented to the Configuration Management Board for TAFoLIRLoTElEN, BREEF2UTA~ORBERIEL Application
organizational speed of defivery goals: final decision determination. TULWEY, BRIIBREBZESICIRRIN., RERHNGREN TSN Security Testing
ESCIN
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Is testing automated when applicable and possible? Yes CSP-owned Development Teams perform automated unit tests and end to end testing.  |B§RF—LAlZ. BF1=-v b TR METIVRY—ITV RTR 2 EE
Security performs dynamic scans that must be remediated before moving to LEd., FalFqld. AREEICHTTIIEET 3 LELSH Automated
L production ° _ ) - i oad
AlS-05.2 2EMRF v AETLET, Application
Security Testing
Are strategies and capabilities established and Yes CSP-owned Nearly all code is covered in automated testing through our secure D) —RBIDEF 12 PHERESAT7HA ZLEEL T, 1FIFTNTD
implemented to deploy application code in a secure, development lifecycle prior to release O—FRAHEFFRA FTHAR—ENTUVET,
AlS-06.1 standardized, and compliant manner?
Automated Secure
- = = - s — S Application
Is the deployment and integration of application code Yes CSP-owned Deployments when triggered are automated to ensure that baselines are R—ZXFAvHAa—K URI hUhpoalaHIN, AEFBRIBICEEL
automated where possible? pulled from code repos and to ensure that modifications are not made FAMZ SNAENE S . FTFAAAEBEENTNES Deployment
AlS-06.2 directly to the production area ) °
Are application security vulnerabilities remediated Yes CSP-owned Security vulnerabilities are prioritized based on risk assessment. Teamsare |+ 1 U 54 OfE5EMEIZ. U R 7 MICEOWTEBEIBLATIF I N E
following defined processes? expected to remediate or provide mitigation based on risk level F, BF—LlE. URY LALICESE . BBIEOEE £ 7 18 Application &
AlS-07.1 HIRELFT, Interface Security
Is the remediation of application security vulnerabilities |Yes CSP-owned ArcGIS Online has a vulnerability Risk Assessment Process in place as part of [ArcGIS Online Tlf. fEEREERTEO—BE LT, ME3EMHEY X 751
automated when possible? the Continuous Monitoring Plan. This process is used to triage each reported |—» 4, — jepse x e vE 4. = TOL R L. HEXNFLF 1
. o - N (=] -
security vulnerability or bug before it is submitted to the respective _ \ . R 5
development team in form of a Change Request (CR). Each CR submitted for 7 A OREFBIEX I ITEEHREREK (Change Request: CR) DT Application
ArcGIS Online must include a change description, implementation plan, BREF—LIIRHEINZFNIC, EEF2 )T 1 ORFEEIEIRE PP -
assessed level of risk, impact analysis, back out plan, assigned resourcesand &% ) 7 — 4 2= EHE SN E T, ArcGIS Online (Zi2HEn 3 Vulnerability
a test plan prior to being improved. All changes are tested and validated in a £ CRICIZ. ZEOH. BEE. HEINEY RS LAL, S8 Remediation
XN BILEN ATIE & z 7%
AIS-07.2 test environment prior to being pushed to production. External organizations R R _ 1) s : | N
R can report security issues via our Trust Center, report a security concern area, DT Ny 77T bEEL Bl)ETOoNIZY Y — A BLURERO
which is managed by our Product Security Incident Response Team (PSIRT). |7 X FEHEINEENTWEIBRENHY FF, IRXRTOEEIF, AER
BICRAINDHIC, TRAMRBETT R MBLUORIEINE T, HED
HERE. H3to TrustCenter zBLCEF 2 U T A IEZREL. X
1 ® PSIRT (Product Security Incident Response Team) A" 2% t
FaUT A BOEHERET L LA TERT,
Are business continuity management and operational Yes CSP-owned ArcGlIS Online has a full Continuity Plan designed in alignment with FedRAMP |ArcGIS Online IZ1%. FedRAMP EHIZA - THRET I N/-FL A kst
resilience policies and procedures established, requirements. The plan has been tested. EAHY T, ZOFEIETF R FEATT,
documented, approved, communicated, applied,
BCR-01.1
evaluated, and maintained?
Business Continuity
Management Policy
Are the policies and procedures reviewed and updated |Yes CSP-owned ArcGIS Online has a full Continuity Plan designed in alignment with FedRAMP |ArcGIS Online IZ1%. FedRAMP B4R » TRET I N-Ee kst | and Procedures Business
at least annually? requirements. The plan has been tested. This is assessed by a 3rd party to BEAHY 4. ZOHEIRTFR FEHXTT, . OV TSAT Continuity
o A 47 o ~
ensure compliance.
BCR-01.2 P RERIRT B0 BEHC &> TIHBENET, Management and
Operational
Resilience
Are criteria for developing business continuity and Yes Shared CSP and ArcGlIS Online operation with two Cloud Service Providers AWS & Microsoft  |ArcGIS Online I£. AWS & Microsoft Azure @2 2D 5 K H—¢
operational resiliency strategies and capabilities 3rd-party Azure and the CSPs operation in multiple Availability Zones as well as regions [ —» 4 Z— (CSP) TEAENTHY. CSP IHEHKDT A5 Y
. . . ’ ] for redundancy. Some services are only available from one of the providers. N . - N i
BCR-02.1 festabllshed based on business disruption and risk Fy = Y—Y v cBAIN, TEMEEELTWET, —IF Risk Assessment.
impacts? PDHF—ERiE. NFNADTANA Z—Hi LHFIETE £ A, and Impact Analysis
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Are strategies developed to reduce the impact of, Yes CSP-owned ArcGlIS Online systems run active-active across datacenters in a common ArcGIS Online Y AT ALl EBROMIFICHIEHKDT -2t &2 —H
withstand, and recover from business disruptions in region, and if those multiple datacenters experience a disaster, the system CT T4 T )T T4 TERCEHIEL. ZNo0ERDF— &2t Business
BCR-03.1 TR il Tk e can be recovered in remote datacenter locations. f T E S LA n . U F DT — & vy R — OB o
K= SR = RS “ Continuity Strategy
SATLEBIHTAZENTEET,
Are operational resilience strategies and capability Yes CSP-owned ArcGIS Online maintains a contingency plan and incident response plan that  [ArcGIS Online (. FedRAMP BEH 28 - - B 2B ISatE s L 01 ~
results incorporated to establish, document, approve, is in alignment with FedRAMP requirements. Documents are reviewed by TV IGEEERIFLTCWET, F¥ 2 x> ML, FedRAMP ¢ . -
BCR-04.1 communicate, apply, evaluate, and maintain a business external auditors as part of FedRAMP requirements. = i T B s pEE | — ) . \ Business Continuity
. ' , ’ D—RELTABEEEBICE -TLEa—ShET, Planning
continuity plan?
Is relevant documentation developed, identified, and Yes CSP-owned ArcGlIS Online has a full Continuity Plan designed in alignhment with FedRAMP-|ArcGIS Online 12 1%, FedRAMP EHIZA » THRET I N7-Re A kisst
acquired to support business continuity and operational requirements. EArHY ET,
BCR-05.1 |resilience plans?
Is business continuity and operational resilience Yes CSP-owned ArcGlIS Online Business Continuity plan is not shared publicly however, all ArcGIS Online MFEZEMBETEIE—MICIERFASINTOEEAD, HA
documentation available to authorized stakeholders? relevant internal stakeholders have access to the plan. DITRTOMREIFEBEIC T 7R TEET,
BCR-05.2 Documentation
Is business continuity and operational resilience Yes CSP-owned Esri's Business continuity plan is reviewed periodically. Esri OFZERGETBEIEEMRNICREINE T,
documentation reviewed periodically?
BCR-05.3
Are the business continuity and operational resilience  [Yes CSP-owned Esri's business continuity plan is not tested at planned intervals. Esri Esri BB EIL, FBINAHRTTRA FINTWEHYA, Esri
plans exercised and tested at least annually and when maintains a detailed Contingency Plan for ArcGIS Online that involves the i£. ArcGIS Online DM AR AR SHEAKS LTEY . Zhic
significant changes occur? following: roles and responsibilities of key personnel, notification and . a nely = = . 8
4 N s B N N > N p?
escalation procedures, recovery plans, recovery time objective (RTO) and 3 FREUBORANEK/E, BABLOTRANL—>a v FIR &
recovery point objective (RPO) and a clearly defined communication process. |IB&HE. & IAREEE (Recovery Time Objective: RTO) 35 & WMEIBR [Business Continuity
BCR-06.1 The ArcGIS Online Contingency Plan is tested at least annually 1 > + B1Z (Recovery Point Objective: RPO), # LU BBREICEER S 1 Exercises
7caiaz=s—yay JOoERAEENTVET, ArcGIS Online @
RREESIGEEIE, PR ELEIETRINET,
Do business continuity and resilience procedures Yes CSP-owned Every personnel who is read into the ArcGIS Online FedRAMP program has ArcGIS Online FEdRAMP 7’0 7' LIS AAETFNT-IT R THIBYE
establish communication with stakeholders and access to risk management plan document. . URI/EBHBXZIZI T/ EATEET,
BCR-07.1 participants? Communication
Is cloud data periodically backed up? Yes Shared CSP and CSC|Customers have full responsibility to backup and restore their datasets. Esriis | — &t v /Ny 7 7w FEETIE. BEFEOLETICBEWLWTITD
responsible for backup of the infrastructure. NEF. AV TSI 2FvDNy 2Ty Flt. Esti OBELEIZH L
BCR-08.1 TIThhET,
Is the confidentiality, integrity, and availability of backup |Yes Shared CSP and CSC|Esri does backup infrastructure data and customer is responsible for backup [Esri |34 > 75X FS 0 F v T—X DNy 77 v 7TH{TLN, BEHKIT Backup
i el of their data at whatever frequency they desire. Data is encrypted at rest S ZE T — ADNy I Ty THEITIELEBNET, F—&
¥ =) IR = = o
with AES-256 which is a FIPS 140-2 compliant encryption algorithms. This is in . oL o o5 o
BCR-08.2 alignment with FedRAMP requirements i, FIPS 140-2 RS 7L TY XLTH D AES-256 TRIFH
ICESftInES, ik, FedRAMP EHL—ELTWET,
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Can backups be restored appropriately for resiliency?  |Yes CSP-owned ArcGlIS Online Cloud infrastructure providers align with 1ISO 27001 and ArcGISOnline 757 R A v 75X Z 0 F v 7ANAX—F, ISO
FedRAMP moderate requirements. Customers can extract datasets in a 27001 # & U8 FedRAMP Moderate DB LT N2, BEHE
_ variety of standard formats that they can restore wherever they desire . . . o\
BCR-08.3 . SESEREETr -7y b TF—Luy FERBL, BELS Backup
FriCiETd 2 e TcEET,
Is a disaster response plan established, documented, Yes CSP-owned ArcGIS Online has a full Continuity Plan designed in alignment with FedRAMP |ArcGIS Online (C1%. FedRAMP ¥ 2 Y574 I O —ILEH(C
approved, applied, evaluated, and maintained to ensure security control requirements. ArcGIS Online cloud Infrastructure providers P oo R EEMEHEA S Y £ 4. ArcGIS Online ®2 5% K 4
BCR-09.1 recovery from natural and man- made disasters? ensure their business continuity plans align with ISO 27001 standards. TSRS o T FONA Mg, EEGEEA SO 27001 =
KELTL B L ERAELET. ,
Disaster Response
Is the disaster response plan updated at least annually, |Yes CSP-owned The plan is reviewed and tested annually together as part of our continuity  |5HE| (3. {kGEHEO—Z& LCHBERBEIN, TR MaNFEFT, Plan
and when significant changes occur? plan.
BCR-09.2
Is the disaster response plan exercised annually or when |Yes CSP-owned Esri's business continuity plan is not tested at planned intervals. Esri Esri OFEEMEETE IS, SHEINABRERTTFA ranTWhE A, Esri Business
significant changes occur? maintains a detailed Contingency Plan for ArcGIS Online that involves the I£. ArcGIS Online DA BRERISHEA IS LTHBY . Zhic Continuity
following: roles and responsibilities of key personnel, notification and R - D b = 5 5 & Management and
\Is e N N o s N 4
escalation procedures, recovery plans, recovery time objective (RTO) and 3 ERBEAEORALHME BHSLVTRNL—> =Y FIR & .
recovery point objective (RPO) and a clearly defined communication process. |IB&HE. EIBEEE1E (Recovery Time Objective: RTO) $ & MEIRF Operational
BCR-10.1 The ArcGIS Online Contingency Plan is tested at least annually. 4 > k B#E (Recovery Point Objective: RPO). & & VBBREICEZE SN Resilience
— I - —_ ~ ° N A .
AL a=y ay 7OERAEENTULET, ArcGIS Online ® Response Plan
34 o /\\i N Fo — .
,\%\E%jjmu+@‘i\ //7’&< t:t)ﬂzl @TZ "éﬂi_‘i—o Exercise
Are local emergency authorities included, if possible, in  |No CSP-owned Local emergency authorities are not included in annual testing. WO BRANELBEIZERT I MISIMLTWELYA,
the exercise?
BCR-10.2
Is business-critical equipment supplemented with Yes Shared CSP and ArcGIS Online operation with two Cloud Service Providers AWS & Microsoft  |ArcGIS Online l&, AWS & Microsoft Azure ® 2 200 77 K #—&
redundant equipment independently located at a 3rd-party Azure and the CSPs operation in multiple Availability Zones as well as regions | e ¢ ¢ Z— (CSP) TEAENTHY. CSP LMD TRA 5
ble mini dist . d ith for redundancy. Some services are only available from one of the providers _ . B - _ N Equipment
BCR-11.1 reasonable minimum distance in accordance wi F4 Y=Y —Y 3 TERIN, TEMARGELTWES, —5
applicable industry standards? DY —ERit. WFHRHADTONA Z—p i LAFIBTE HA, Redundancy
Are risk management policies and procedures associated|Yes CSP-owned Teams perform impact assessments based on functionality, security and BF—LlT, BEEH., XU T4, TIANT—ITHD CEETM
with changing organizational assets including applications, privacy. This would cover both application and infrastructure changes to AERLET. Zhld. ArcGIS Online IS4 27 7Y r—sav e A
. . . ArcGlIS Online. _ _ .
systems, infrastructure, configuration, etc., established, VISANS O F v OMEDEBENAHTERTT,
documented, approved, communicated, applied,
ccc-ol.l evaluated and maintained (regardless of whether asset
management is internal or external)?
Change Change Control
Management Policy Jand Configuration
Are the policies and procedures reviewed and updated |Yes CSP-owned The configuration management plan and associated procedures are reviewed |# & IBEHE & EHEFIEIZ. A< b E 1AL —3 N, BHX and Procedures Management
at least annually? and updated at least annually. Our configuration management plan highlights N+, BRBEEHETCE. 77U S-S avEAYTSA RS S
° o a N
security impact assessments to understand risk when handing both B . . " B | =
ccc-01.2 application and infrastructure. Changes are flow though Dev, QA then to FrOMAERIBIBDO YR ZBRT B0, £F2UT40
) PROD. During this time Teams are testing and evaluating risk impact. FEHmEERLTCWET, £EIL. BHFE. QA. PROD oJEICHEN X
To IO, FoLEFRPEFL, YRI~ORBETHEL T,
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CSP Implementation Description
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(BAER)

CCM
Control Title

Is a defined quality change control, approval and testing |Yes CSP-owned ArcGIS Online procedures established for management or acquisitionof new |FF L W7 U5 —> 3> VRATL T—ZR—X_ AV 75X+
process (with established baselines, testing, and release application, systems, databases, infrastructure and services is in alignment S Fr. Y- RDEEE - FEUE D75 (“FET £ 7= ArcGIS Online
CCC-02.1 standards) followed? with FedRAMP requirements. DEIEE. FedRAMP Bk & —3K L\ £ 7, Quality Testing
Are risks associated with changing organizational assets |Yes CSP-owned Changes to our baselines are CM managed regardless of whether asset R—RF57A4VDOEE|F,. BEEEIARNILTITHLNDHINAETITHNS
(including applications, systems, infrastructure, management occurs internally or externally. Mhhbhod. CM TEEINET,
configuration, etc.) managed, regardless of whether asset Change
St management occurs internally or externally (i.e., Management
outsourced)? Technology
Is the unauthorized addition, removal, update, and Yes Shared CSP and Development and DevOPs Teams have access to update application code/ BHHEF—LE DevOPs F— LAz, CM FEEELTTF7 Y — 3>
management of organization assets restricted? 3rd-party configuration and infrastructure configuration through CM procedures. Only DaA— R/HEREA VTSRS 0 F v EROBHIZT /A TE %
authorized Team members have direct access to AWS and Azure. This is . N o Unauthorized
CCC-04.1 reviewed at least quarterly. T, EREZE R ONT=F —L A /N—=F21FA AWS & Azure ICBH#E i
FOURTEET, TRRDRCEBMEMT L Ea—ghg | Change Protection
ERS
Are provisions to limit changes that directly impact N/A CSP-owned Hardware is transparent to customer of Saa$ offering. No customer N—FY 73, SaaSEHOBEHIIEHTILELHY FH A,
CSC-owned environments and require tenants to equipment resides in the Saa$ offering SaaS EALIZ I P ERDOMEFSENE FA,
authorize requests explicitly included within the service Change
cec-0s.1 level agreements (SLAs) between CSPs and CSCs? Agreements
Are change management baselines established for all Yes CSP-owned All changes to the ArcGIS Online infrastructure are tracked and recorded ArcGISOnline A Y 77 A RS 7 F v ~ADITRTOER L, XESh
relevant authorized changes on organizational assets? through the Change Management documented processes and Procedures, FEEBEE IO A B L OFIBAN LTRSS URRE N, B
scheduled maintenance windows are publi?shed to the ArcGIS Online Status B AT YR 4 E S E ArcGIS Online 25— & 2 &y & 2 i Change
CCC-06.1 dashboard where any customer can subscribe to for updates at N oo . . Management
https://status.arcgis.com. RIZABE N, BEMRITHTD https://status.arcgis.com T7 v 7 g
F— b EMFET B ENTEET, Baseline
Are detection measures implemented with proactive Yes CSP-owned All changes to the ArcGIS Online infrastructure are tracked and recorded ArcGISOnline A Y 77 A RS 7 F v ~ADITRTHOEE L, XESh
notification if changes deviate from established baselines? through the Change Management documented processes and Procedures, FEEBEE IO A B L OFIBAN LCEYS L ORRE N, 5K
scheduled maintenance windows are publi?shed to the ArcGIS Online Status B AT U R 4 E ArcGIS Online X5 — & 2 &y 5 2 i .
cCC-07.1 dashboard where any customer can subscribe to for updates at - o . . Detection of
https://status.arcgis.com. RICRF SN, BERIZETD hitps://status.arcgis.com TV v 7 Baseline Deviation
T hEBHRTEI LN TEET,
Is a procedure implemented to manage exceptions, Yes CSP-owned This is part of the Configuration Management plan INIEFEEEFEO—ETY,
including emergencies, in the change and configuration
CCC-08.1 process?
Exception
Is the procedure aligned with the requirements of the |Yes CSP-owned This is part of the Configuration Management plan and in alignment with INIZEBREEBEEO—ZTH Y. FedRAMP BEHISHA->7=HDT Management
GRC-04: Policy Exception Process?' FedRAMP requirements ¥,
CCC-08.2

CcCcM

Domain Title

Change Control
and Configuration

Management




CSP
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Control
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CcCcM
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CSP Implementation Description X
(Optional/Recommended)

(GESCEN)

Question
(Optional/Recommended)

Ownership

Is a process to proactively roll back changes to a Yes CSP-owned The CM process includes reverting baselines to known stable state if thereis |CM 7Ot X (Ci1Z. F7O A ICEELH BHEE. N—X T4 > % BN
previously known "good state” defined and implemented a deployment issue. DEREREICRT I EHEENET,
CCC-09.1 in case of errors or security concerns? Change Restoration
Are cryptography, encryption, and key management Yes CSP-owned Key management policies, procedures, and processes for ArcGIS Online align |ArcGIS Online O#EEARY > — FIE, 7O+ X (F. FedRAMP ZE¢#
policies and procedures established, documented, with FedRAMP requirements. ICEMLTWET,
CEK-01.1 approved, communicated, applied, evaluated, and
il Encryption and Key
Management Policy
Are cryptography, encryption, and key management Yes CSP-owned Key management policies and procedures are reviewed and updated HEERY—EFEIX, BERBESIN, EFEINET,
policies and procedures reviewed and updated at least annually. and Procedures
CEK-01.2  |annually?
Are cryptography, encryption, and key management Yes CSP-owned ArcGIS Online operational keys are managed by the ArcGIS Online Operations |ArcGIS Online MIEF F — . ArcGIS Online ERSEENEEL £
roles and responsibilities defined and implemented? Leads. Critical keys are rotated periodically ¥+, BEEAF—IEHMMIIO—F—SaranEd, CEK Roles and
CEK-02.1
Responsibilities
Are data at-rest and in-transit cryptographically Yes CSP-owned ArcGIS Online utilizes encryption in transit and at-rest by default. The ArcGIS Online TlE. T 7 4/ FTlt. BEBLOELEBORES/LIE
protected using cryptographic libraries certified to customer's administrator can currently disable requiring encryption-in-transit Banzd, B, BEHEOSEEL. ArcGlS Online % & 0T
CEK-03.] |tPProved standards! Via FTPS [TLS) or customer data transmittedto SESNDBEROT—ZITH LT, HTTPS (TLS) 4+ L BEN®D .
I and from their ArcGIS Online organization. = N el Data Encryption
EELEERT DI LAMICTZ LN TEET, Cryptography,
Encryption & Key
Management
Are appropriate data protection encryption algorithms [Yes CSP-owned ArcGlIS Online provides encryption at REST with AES-256, and encryptionin  |ArcGIS Online Tl&. REST T AES-256 IC& B2EES{b. B LU TLS
used that consider data classification, associated risks, transit with HTTPS via TLS 1.2. 1.2 N L7 HTTPS (L& 2 BETORBSILERELTVLET, Encryption
CEK-04.1 and encryption technology usability?
Algorithm
Are standard change management procedures Yes CSP-owned See CEK-01.1 CEK-0L.1 Z T CZa Ly,
established to review, approve, implement and
CEK-05.1 communicate cryptography, encryption, and key Encryption Change
management technology changes that accommodate Management
internal and external sources?
Are changes to cryptography-, encryption- and key Yes CSP-owned Key management policies, procedures, and processes for ArcGIS Online align |ArcGIS Online ®EEERY o~ — FE., 7O+ R|Z. FedRAMP ZE
management-related systems, policies, and procedures, with FedRAMP requirements. Endpoints are validated against SSL Labs and ICHEMLLT W ET, T RHEA Y M SSL SHRTRITS W, #T2
managed and adopted in a manner that fully accounts for el Sk e il (evaee: = ERR I B E I N E T, Encryption Change
CEK-06.1 downstream effects of proposed changes, including Cost Benefit
residual risk, cost, and benefits analysis? Analysis
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SSRM
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Ownership
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CSP Implementation Description
(Optional/Recommended)
(GESCEN)

CCM
Control Title

Is a cryptography, encryption, and key management risk |Yes CSP-owned ArcGlIS Online has established an information security management program [ArcGIS Online (&, BN CHEUICEE S NIEE SN ERE L HEE%
program established and maintained that includes risk with designated roles and responsibilities that are appropriately aligned BoBRuE 1 FABE OS5 LERILTOES, Esri DR
assessment, risk treatment, risk context, monitoring, Yvithih.the.organi%ation. Esri management reviews and evaluates the risks B YR SEE OS5 A TR SN R AR B . .
CEK-07.1 and feedback provisions? identified in the r.|s.k management program at least annually. Key . . N _ _ - L ) Encryption Risk
management policies, procedures, and processes for ArcGIS Online align with [EIRE L. #Ff L £ 9, ArcGIS Online #|EER Y > — FE, 7A Management
FedRAMP requirements. + X (3. FedRAMP EH(ZHEMLTUWET,
Are CSPs providing CSCs with the capacity to manage [No Shared CSP and CSC|ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ®EESL ¥ —IE. ArcGIS Online DBRF—LICE-T
their own data encryption keys? operations team but stored in Cloud Service Provider Key Management BEIN, 259K $—EP2 TONA K—DREEY — X |5 &
Servi.ce which is FIPS 140-2 cor.npliant and also in alignment with FedRAMP nEF. Y- Rt NIST OEBAZ T, FedRAMP BLEIZH - 7 CSC Key
CEK-08.1 requirements. Customers can implement a CASB to encrypt any fields they ° . A " o _ ! - Management
wan to manage the encryption keys for. FIPS 140-2 ICE#MLTWE T, BEKRIZ. BEILF—%2EET S g
74— FEBESILT 27-0IC CASB # =R TE £7, Capability
Are encryption and key management systems, policies, |Yes CSP-owned This documentation is assessed annually as part of the ArcGIS Online ZDOXZE(L. ArcGIS Online FedRAMP ZBEFn—I8 ¢ L CHETFME
and processes audited with a frequency proportional to FedRAMP authorization =9,
CEK-09.1 the system's risk exposure, and after any security event?
Encryption and Key
Are encryption and key management systems, policies, [Yes CSP-owned Key management policies, procedures, and processes for ArcGIS are reviewed |ArcGIS DBEERY > — FIE, 7OvRIEEEESILET, Management Audit
and processes audited (preferably continuously but at annually.
CEK-09.2  |least annually)?
Are cryptographic keys generated using industry- Yes Shared CSP and ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ®BES1tF —Ix. ArcGIS Online DERF—LICL>T
accepted and approved cryptographic libraries that 3rd-party operations team and stored in Cloud Service Provider Key Management BEIN, 459 H—EX FTONA F—DREEY — U2 R &
CEK-10.1 specify algorithm strength and random number Se'rvices whif:h are NIST approv.ed and FIPS 140-2 compliant which is in Tt PRk, NIST OEEE S, FedRAMP B 1= o /- Key Generation
. alignment with FedRAMP requirements. ° N i N R
generator specifications? FIPS 140-2 (¥ LT W E 3,
Are private keys provisioned for a unique purpose Yes Shared CSP and ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ®BE=1tF — Ik, ArcGIS Online DERBF—LICL>T
managed, and is cryptography secret? 3rd-party operations team and stored in Cloud Service Provider Key Management BExN, /59 F H—EX FTONA F—DOREEY — C R RB &
cEKI1. Servieswhich ae MSTapproved nd FPS 1402 complantwhieh =10\, 0245 NIST a0, FodRAP Bbiciore | Key Purpose
FIPS 140-2 (C#EML T W E T,
Are cryptographic keys rotated based on a cryptoperiod |Yes CSP-owned Critical keys are rotated periodically BEEAF-EEHENICA—T—>aranEd,
calculated while considering information disclosure risks
CEK-12.1 |and legal and regulatory requirements? Key Rotation
Are cryptographic keys revoked and removed before  [Yes CSP-owned Critical keys are rotated in alignment with FedRAMP Moderate BEH ¥ — L. FedRAMP Moderate B4 Ah>-TR—FT—> 3 v 3h
the end of the established cryptoperiod (when a key is requirements. Cryptographic keys are invalidated when compromised or at $4., BERARELAEE. FRETEDONES A 794 2 LHE
compromised, or an entity is no longer part of the duenel el el it s peise, PRT LEBAIEENLanE<,
organization) per defined, implemented, and evaluated
SlEeld processes, procedures, and technical measures to Key Revocation
include legal and regulatory requirement provisions?

CcCcM

Domain Title

Cryptography,
Encryption & Key

Management
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(Optional/Recommended)
(GESCEN)

CCM
Control Title

Are processes, procedures and technical measures to  |Yes Shared CSP and ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ®RES1L ¥ — I, ArcGIS Online DEBF—LICL>T
destroy unneeded keys defined, implemented and 3rd-party operations team and stored in Cloud Service Provider Key Management BEEEN, 459K Y- EPX TONS L—DREEY — © X RE X
evaluated to address key destruction outside secure Se.rvices whi.ch are NIST apprO\{ed and FIPS 140-2 compliant which is in NEF. B2t NIST DEDEZ 1. FedRAMP BEI= - 7
environments, revocation of keys stored in hardware alignment with FedRAMP requirements. FIPS 110_2 1= [,\’C nES ’ ) )
CEK-14.1 security modules (HSMs), and include applicable legal ) ’ Key Destruction
and regulatory requirement provisions?
Are processes, procedures, and technical measures to  |[No Shared CSP and Keys are managed through KMS and Azure vault. Automatic rotation is in *— L KMS B &L Azure valut TEBaINF$, BFHO—FT—> 3~
create keys in a pre-activated state (i.e., when they have 3rd-party place AREBENTVET,
been generated but not authorized for use) being
CEK-15.1 defined, implemented, and evaluated to include legal and Key Activation
regulatory requirement provisions?
Are processes, procedures, and technical measures to  |Yes Shared CSP and Keys are managed through KMS and Azure vault. Automatic rotation is in F*—I% KMS L Azure valut TEEBEINET, BFHO—F—> 3 >~
monitor, review and approve key transitions (e.g., from 3rd-party place AEBEINTWET,
any state to/from suspension) being defined,
CEK-16.1 implemented, and evaluated to include legal and Key Suspension
regulatory requirement provisions?
Are processes, procedures, and technical measures to  |Yes Shared CSP and Keys are managed through KMS and Azure vault. Automatic rotation is in F— L KMS B LW Azure valut TEBaINFd, BFHO—F7—> 3 >~
deactivate keys (at the time of their expiration date) 3rd-party place NEBENTWET,
being defined, implemented, and evaluated to include
CEK-17.1 . . Key Deactivation
legal and regulatory requirement provisions?
Are processes, procedures, and technical measures to  |Yes Shared CSP and Keys are managed through KMS and Azure vault. Automatic rotation is in F—IE KMS &L Azure valut TEBaNFd, BHO—FT—> 3~
manage archived keys in a secure repository (requiring 3rd-party place NEBENTWET,
least privilege access) being defined, implemented, and
CEK-18.1 . . Key Archival
evaluated to include legal and regulatory requirement
provisions?
Are processes, procedures, and technical measures to  |Yes Shared CSP and ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ®RES1L ¥ — Ik, ArcGIS Online DEBF—LICL>T
encrypt information in specific scenarios (e.g., only in 3rd-party operations team and stored in Cloud Service Provider Key Management BEIN, /59 F J—EPX TONA LF—DREEY — C X SRS &
controlled circumstances and thereafter only for data Se.rvices whi.ch are NIST apprO\{ed and FIPS 140-2 compliant which is in NEF. H— it NIST DERE ST, FedRAMP BEIS - 7
decryption and never for encryption) being defined, alignment with FedRAMP reqllurements. Customer datasets are always ° o N o ;\‘_ ) o ] \\
encrypted at rest and in-transit. FIPS 140-2 (CEMLTWE T, BEKRDT -2ty MIREFBLD )
CEK-19.1 implemented, and evaluated to include legal and BT RS A T E o, Key Compromise
regulatory requirement provisions?
Are processes, procedures, and technical measures to  |Yes Shared CSP and ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ORES1L ¥ —Ix. ArcGIS Online DEBF—LICL>T
assess operational continuity risks (versus the risk of 3rd-party operations team and stored in Cloud Service Provider Key Management EEEN. 459K H—EX TAONL Z—DRE\Y — C X @B
losing control of keying material and exposing protected Se.rvices whi.ch are NIST approv.ed and FIPS 140-2 compliant which is in NEF. Bzt NIST DEREZ 1. FedRAMP BEI=H - 7
. ) alignment with FedRAMP requirements. ° A - N ! -
CEK-20.1 data) being defined, implemented, and evaluated to FIPS 140-2 (4L LT £ 4, Key Recovery

include legal and regulatory requirement provisions?

CcCcM
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Encryption & Key

Management
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CcCcM
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Are key management system processes, procedures, and [Yes Shared CSP and ArcGIS Online encryption keys are maintained by the ArcGIS Online ArcGIS Online ®RES1L ¥ — Ik, ArcGIS Online DEBF—LICL>T
technical measures being defined, implemented, and 3rd-party operations team and stored in Cloud Service Provider Key Management EEIN, 45 F F—EX FAONA K- OREEY — PR TRE
evaluated to track and report all cryptographic materials Se.rvices whi.ch are NIST approv.ed and FIPS 140-2 compliant which is in nEF. Y-t NIST OEEEZF. FedRAMP BEIZH - 7
. alignment with FedRAMP requirements. ° N i * ! - Key Inventory
CEK-21.1 and status changes that include legal and regulatory FIPS 140-2 (S LT N E
requirements provisions? ’ Management
Are policies and procedures for the secure disposal of |Yes CSP-owned Sanitization is in alignment with NIST standards H =24 & NIST OIBAE |2 L £ 5,
equipment used outside the organization's premises
established, documented, approved, communicated,
Dcs-o1.1 enforced, and maintained?
Is a data destruction procedure applied that renders Yes Shared CSP and When a storage device has reached the end of its useful life, AWS and MS ZhL—2 TN ZHATEERKIEL =HE5D AWS & MS Azure @
information recovery information impossible if 3rd-party Azure procedures include a decommissioning process that is designed to FIEICIE. BEEOT— 2 AR A WMEASRESE LA L L 5 (0% Off-Site Equipment
equipment is not physically destroyed? prev?nt customer data from being eprJsed to unauthorize‘d in‘dividuals. Bo'th SNFEETO LA ENTNE T, MFA/SA X—lt. BE 04| Disposal Policy and
DCS-01.2 providers use the techniques detailed in NIST 800- 88 (“Guidelines for Media = - i ~ ) N .
Sanitization”) as part of the decommissioning process. AD—EE LT, NIST800-88( [XT 1 T7nH=(t— 3D Procedures
HDAA FZA ] ) ICEHERINTVEEMEAFERALTWES,
Are policies and procedures for the secure disposal of [Yes Shared CSP and AWS and Azure Policies are reviewed approved by the cloud service AWS & Azure DR Y ¥ —f, D EHFELIRIAIIBEICISLT,
equipment used outside the organization's premises 3rd-party provider's leadership at least annually or as needed basis. 7778 Y—ERTANAZ—DY —Z—y FITE>TERBINE
DCS-01.3  |reviewed and updated at least annually? .,
Are policies and procedures for the relocation or NA CSP-owned Hardware is transparent to customer of SaaS$ offering. No customer N=FT7z7E SaaSREDBERIIZFTIHLELNHY £HA,
transfer of hardware, software, or data/information to equipment resides in the Saas offering SaaS BHIZ T B ERDOME IS TN T TA,
an offsite or alternate location established, documented,
DCS-02.1
approved, communicated, implemented, enforced,
maintained? Datacenter
Security
Does a relocation or transfer request require written or|NA CSP-owned Not applicable for a Saa$ offering SaaS EEICIFZY L A, Off-Site Transfer
cryptographically verifiable authorization? Authorization
DCS-02.2 Policy and
Procedures
Are policies and procedures for the relocation or NA CSP-owned Not applicable for a Saas offering SaaS RHEEICIEFZE L A,
transfer of hardware, software, or data/information to
DCS-02.3 [an offsite or alternate location reviewed and updated at
least annually?
Are policies and procedures for maintaining a safe and  |Yes CSP-owned Cloud infrastructure provider policies policy define and establish controlsfor |/ S K 4/ > 75X S F v 7ONAKX—DRY S —F5. F 74
secure working environment (in offices, rooms, and maintaining a safe and secure working environment in offices, rooms, 2. R, Wk WEERSMREINTWIRAATY FT0., Re
facilities) established, documented, approved, facilities, and secure areas storing sensitive information. T e L
DCS-03.1 communicated, enforced, and maintained? .
Secure Area Policy
and Procedures
Are policies and procedures for maintaining safe, secure |Yes CSP-owned Cloud infrastructure provider policies define and establish controls for 59K AV T IRANTVF v JANAX—DRY > —Z. 74
working environments (e.g., offices, rooms) reviewed maintaining a safe and secure working environment in offices, rooms, 2. B, R b & OSBRSS SN T WARAATY 7T
DCS-03.2 vt ke i s e facilities, and secure areas storing sensitive information. D. BaThE 1T RS DU D 1 B TR L. %
HEILL XY,
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Control Title

Are policies and procedures for the secure N/A CSP-owned Not Applicable for Saas$ offering SaaS#A 77 UV IICITEBRAINEEA, Secure Media
transportation of physical media established, Transportation
DCS-04.1 documented, approved, communicated, enforced, P IP d
olicy an
evaluated, and maintained? 7
Procedures
Are policies and procedures for the secure N/A CSP-owned Not Applicable for Saa$ offering SaaS# 77 U v JICITERAINEEA, Secure Media
transportation of physical media reviewed and updated Transportation
DCS-04.2  |at least annually? Policy and
olicy
Procedures
Is the classification and documentation of physical and  |Yes Shared CSP and ArcGIS Online is operated with FedRAMP Moderate controls based on ArcGIS Online |Z. BEHFEBOEY XX U X7 EHD Esri ~DEE
logical assets based on the organizational business risk? 3rd-party customer organizational business risk requirements requested of Esri. MS IES5 %, FedRAMP Moderate DEBF BB NE T,
Azure and AWS provide the physical assets for ArcGIS Online and obtain at . et ’ Assets
A5 “ 7N
DCS-05.1 least the same level of assuarance or higher for thier operations. MS Azure & AWS 1%, ArcGIS Online D¥IERYT £y k& REL. D Classification
BCEBRAL ALY ZNULOBRRIEBTVET, °
Are all relevant physical and logical assets at all CSP sites|Yes CSP-owned Cloud infrastructure providers maintain a current, documentedand audited |7 S K 4 v 75X S50 F v 7ANA X—F, HBREXY T —2
cataloged and tracked within a secured system? inventory of equipment and network components for which it is responsible. IVHE—ZY P ORFOTEN AN, FREBEINAETFO—E
The cloud infrastructure providers managed automated mechanisms to - N . _ . _ _ Y
detect discrepancies in device configuration by comparing them against the EREEFHSTRILCVET, 797K A T7F5X057F v 7R
defined policies. Cloud infrastructure providers manage equipment NAZ—F, ERSNIRY Y —EHBT 2T LT, T/ ZHBAMD | Assets Cataloguing
DCS-06.1 . ey i ol . N =
CS-06 identification in alignment with the ISO 27001 standard A—HzBHT2EMEINIA N RLEZEEBLTWES, 777 and Tracking
FAYTIREZ0F v TR Z—IE, 1SO 27001 £ZE(TA > THE
mOHNEBEELTWET,
Are physical security perimeters implemented to Yes CSP-owned Cloud infrastructure provider policies define and establish controls for ISR AV TIIRNIOF v TANAKZT—DRY—F, A7+«
safeguard personnel, data, and information systems? maintaining a safe and secure working environment in offices, rooms, 2. HE. . BLUORBRERAREINTNEREATY 7T
DCS-07.1 facilities, and secure areas storing sensitive information. . e - e ,
: D, BETEF AT HFERBOMITOLHICHIZEERL. HEZE
BiLET. Controlled Access
Are physical security perimeters established between Yes CSP-owned Cloud infrastructure provider policies define and establish controls for U9 R AV IR OF v TANAKX—DRY>—F, 74 Points
administrative and business areas, data storage, and maintaining a safe and secure working environment in offices, rooms, 2. HE. . BLOEBERAREINTNEREATY 7T
DCS-07.2  |processing facilities? facilities, and secure areas storing sensitive information. .- T — o — "
C RETEF 1T LEREOMBFOLDICHtEERL, f#Hz
HEILL £,
Is equipment identification used as a method for Yes CSP-owned Cloud infrastructure providers maintain a current, documented and audited |7 S K 4 V75X bS50 F v AN, X—F, HBRERY T —7
connection authentication? inventory of equipment and network components for which it is responsible. IVHE—EY P ORFOTENENS. FEEINFEFO—E
The cloud infrastructure providers managed automated mechanisms to - X . _ N _ o, |
detect discrepancies in device configuration by comparing them against the EREZH > TRTLTWET, 779 FAY 7520775 v 70
cs.08 defined policies. Cloud infrastructure providers manage equipment NAZ—F, EEINLRY S — BT B ET, T4 RBRROD Equipment
DCS-08.1 . . . . . -
identification in alignment with the ISO 27001 standard A—HEBRHT 2B ENIADZRALEZBELTWES, 777 Identification
RAYVTIREZTIF v 7O Z—(4, 1SO 27001 #4&I2A> THE
BWOFAEEBELTUVET,
Are solely authorized personnel able to access secure  |Yes CSP-owned Cloud infrastructure provider physical access is strictly controlled bothatthe |7 S K (> 75X NS 7F v 7ONA X—DOYBHE T 7 R 1F.
areas, with all ingress and egress areas restricted, perimeter and at building ingress points by professional security staff utilizing PRAER BARHY R FLA. ZOMOEFIHNAFERAFEL-E
el el e i e pecess e video surveillance, intrusion detection systems, and other electronic means. b ® 1T s ZEy T imk T b s B~ AN DTS T
hanisms? Authorized staff must pass two-factor authentication a minimum of two - N
DCS-09.1 mecansmst times to access datacenter floors. No subcontractor access beyond cloud BIgICEBINTWET, EREZEZAONIRAZ Yy IHT—% £~ Secure Area
-09. providers R—DT7ATICTI7ERATHICIE. BRIE2ED 2 ERFIA%EBT S Authorization
RENPHY ET, £F/. 77T F T7ONA Z—LADOTHITEZEDT
TR FBEEINTLET,

CcCcM
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Are access control records retained periodically, as Yes CSP-owned Cloud infrastructure provider physical access is strictly controlled bothatthe [/ S K (v 7S X bS5 7 F v 7ANA X—OYBHET 7 R 1F.
deemed appropriate by the organization? perimeter and at building ingress points by professional security staff utilizing CRAES BARIY XFA. ZOMOBFNAFEAFBLIE
video surveillance, intrusion detection systems, and other electronic means. = B -
Authorized staff must pass two-factor authentication a minimum of two PIDLF2UT a4 2%y 7Ic&>T, B L BYA~OHARORS T
times to access datacenter floors. No subcontractor access beyond cloud BEICBEBINTWET, EREEXZ LN Ry I T—X% £~ Secure Area
DCS-09.2 ; = SoIT £ v
providers RA—D7ATICT7ERF3IC1E, RIE2EO 2 ERDPIAZBBET S |Authorization
BEVPHYET, £/. 77T F 7ONAZ—LADOTHITEZEDT
TR RFREEINTVHETS,
Are external perimeter datacenter surveillance systems |Yes Shared CSP and ArcGIS Online's cloud infrastructure providers have physical security ArcGISOnline @2 27 K A > 7R M7 0 F v 7R/NAZX—L. ¥ |Surveillance System
and surveillance systems at all ingress and egress points 3rd-party measures for their data centers that comply with high industry standards for WA LE LY T EECET S EREE L. T4 b
implemented, maintained, and operated? physical security controls. For more information, visit their respective . = L .
y ’ . D —_ VAN N = ) \ = Z \
compliance sites below. Microsoft Azure: YR-OYEEEEF 2V TAHREBLTOET, FMIOLT
https://www.microsoft.com/enus/trustcenter/Compliance Amazon Web IF. UTFDa V7547 VR YA hE2FNEFNTSEBILE N,
DCs-10.1 Services: https://aws.amazon.com/compliance Microsoft Azure:
https://www.microsoft.com/enus/trustcenter/Compliance
Amazon Web Services: https://aws.amazon.com/compliance
Are datacenter personnel trained to respond to Yes Shared CSP and See MS Azure and Amazon Web Services security documentation for details |Z£#f (- DU Tldk. MS Azure & Amazon Web Services D+ ¥ 21U 7 4 Unauthorized
unauthorized access or egress attempts? 3rd-party REaxy haISBOEEL, Access Response
DCS-11.1 Training
Are processes, procedures, and technical measures Yes CSP-owned ArcGlIS Online Business Impact Assessment and updated annually in ArcGIS Online ® £ &+ X 23 filL. FedRAMP 2% (Th> THEERE
defined, implemented, and evaluated to ensure risk- alignment with FedRAMP standards.. The cloud infrastructure providers' data FLTWET, 459K (V752 R54F v FANA Z—DF—4&
based protection of power and telecommunication centers have 24x7 uninterruptible power supply (UPS) and emergency power By 4 —ic ik, 24 B5EE 365 H 0 EEEEELE (UPS) & ESEE:
bles f - I d support, which may include generators. Regular maintenance and testing is T : T L o
pes-12.1 | emh e'r'cc'ep |on,' neerierence, o: - conducted for both the UPS and generators. Data centers have made DY R— DY, RBREZELHELHY £9. UPS ERBEODM | Capling Security
threats at all facilities, offices, and rooms? arrangements for emergency fuel delivery. BT, EEHAAYTF Y RETFR N AEBLCWEST, Fe
2 2—TlF, BRKOMBEEDFEZITo>TVWET,
Are data center environmental control systems designed|Yes CSP-owned ArcGlIS Online is FedRAMP authorized and therefore also aligns with NIST ArcGIS Online |3 FedRAMP O EA 2T T WA 7-%, NISTZ#(Z % Environmental
to monitor, maintain, and test that on-site temperature standards. L TWET, Systems
and humidity conditions fall within accepted industry
DCS-13.1 . . N
standards effectively implemented and maintained?
Are utility services secured, monitored, maintained, and |Yes CSP-owned Cloud infrastructure provider policies policy define and establish controlsfor |/ S K 4 > 7SR S 7 F v 7ANA X—DRY S —F. F 74 Secure Utilities
tested at planned intervals for continual effectiveness? maintaining a safe and secure working environment in offices, rooms, 2. HE. . BMEBEEAMEEINTWIREATY 7T, e
DCS-14.1 facilities, and secure areas storing sensitive information. e . e ) N
: TEF 2 THEERBOHMISOI-OICAHEZERL., HIEERELLE
ERS
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Is business-critical equipment segregated from locations |Yes Shared CSP and ArcGIS Online uses geographically redundant datacenter locations across MS [ArcGIS Online (£, MS Azure 5L TPAWS w7 57 K y—EX 7N
subject to a high probability of environmental risk 3rd-party Azure and AWS cloud service providers. The AWS Security Operations Center L Z— B CHE IS TEL SN F— & b R— A EALTNET,
events? performs quarterly threat and vulnerability reviews of datacenters and = . . . . -y — =
’ colocation sites. These AWS reviews are in addition to an initial AWS £ ¥ 2 U T4 Fb—2ar tr&—f BRfIcT—%
environmental and geographic assessment of a site performed prior to trvg—taasr—rary Y4 MOBREEBEOLE2—%EFREL
building or leasing. The AWS quarterly reviews are validated by third parties |t 4, oD AWS L 2 —l3. B F-IZEEORIICTHNS
during their SOC, PCl, and ISO assessments. Microsoft data center site OB O ERIE B £ OB IHE IS B S NE . AWS OFUEE L
selection is performed using a number of criteria, including mitigation of R ’ o e . Equipment Datacenter
DCs-15.1 environmental risks. For Azure, in areas where the exists a higher probability Ea—Ik. SOC, PCl, ISO OFFIICEVWTE=ZFICL > THRIINE Location Security
of earthquakes, seismic bracing of the facility is employed. Data centersare |9, Microsoft D7 —% > X —FA#OEEIL. BIEY X7 0ER%
built as redundant, highly-available components of the Azure platform. UL DEEABVTHTONE T, Azure Tli. WEDREREEA
BLHEOBE, BROWE/RIRAINES, T—X v a—
&, Azure 77 v b7+ —LOTURTRAIAKOBWVWIVIR—% Y b &
LTHBEINTULET,
Are policies and procedures established, documented, |Yes CSP-owned Details to data handling and protection policies and procedures can be found | 57— & D4LIEE L MREE A & FIEO I D UL TlE. Trust Center
approved, communicated, enforced, evaluated, and on our Trust Center: https://trust.arcgis.com/en/ T TS < 72X L https://trust.arcgis.com/en/
maintained for the classification, protection, and handling
DSP-01.1 of data throughout its lifecycle according to all applicable
laws and regulations, standards, and risk level? .
Security and
Privacy Policy and
- Procedures
Are data security and privacy policies and procedures  [Yes CSP-owned Data and privacy policies and procedures reviewed annually. T—RETTANY—ICBTERY - L FEIL, BEREaNE
reviewed and updated at least annually? EN
DSP-01.2
Are industry-accepted methods applied for secure data |Yes CSP-owned Sanitization procedures are in alignment with NIST standards. B =24 XFBIE NIST /£ (ZHEM LT WE S,
disposal from storage media so information is not
DSP-02.1  [recoverable by any forensic means? Secure Disposal
Data Security and
Is a data inventory created and maintained for sensitive |Yes CSP-owned Customers determine and manage the types of sensitive and personal data | %4k (3 ArcGIS Online OFEAFEICESWT, BT 22T — 4 Privacy Lifecycle
and personal information (at a minimum)? they process based on how they use ArcGIS Online. Because the customer CEAF— 4 OEEEATEL. BEL 4, BERIIF—2BEET Management
would be the data controller, they are required to create and maintain . . R .
_ TR 4 s
DSP-03.1 inventories of the sensitive and personal data they process using ArcGIS #2578, ArcGIS Online Z /A L TILET SHET — X & L UEA Data Inventory
Online (this is required by contract). T—RDA YRy P EERBLTHIFTILENHY £ (ZNIER
NICKVEBHTONTWET),
Is data classified according to type and sensitivity levels? |Yes CSP-owned Data Classification is a customer responsibility. However, ArcGIS Online hasa | F— 2 DN FEIF H B D EETY, 7=7- L. ArcGIS Online (&
FedRAMP ATO. This can be used by the customers as a baseline for classifying FedRAMP ATO #E08 LT 24, “hid. BEEAY Y 21— 5>
5 what type of data they should be hosting in the solution. _ . . 0 N i . ; ;
DSP-04.1 CHRRT 4 VI TREF— 2 OBEEHET 70 ORME L LT 7| Dar Classification
5T ENTEXT,
Is data flow documentation created to identify what data|Yes CSP-owned Generalized ArcGIS Online data flow documentation for customers is located & @ 17 D —A%EY7% ArcGIS Online 7—4& 78— R¥ 2 X > MiE,
is processed and where it is stored and transmitted? in the ArcGIS Trust Center documents found here: ArcGIS Trust Center ® KF a2 X > FZH Y £5:
https://downloads.esri.com/resources/enterprisegis/ArcGIS_Online_Security ) _ _ .
DSP-05.1 .pdf . More detailed operational data flow diagrams are included in the https://downloads.esri.com/resources/enterprisegis/ArcGIS_Online Data Fi
: ArcGIS Online System Security Plan and updated at least annually. _Security.pdf a ow
& WEHEAERT — X 70 —RIL. ArcGIS Online DY X7 L £F 2
UTAEHEICEEN, PR EHFIEERINET,
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Is data flow documentation reviewed at defined Yes CSP-owned Generalized ArcGIS Online data flow documentation for customers is located | k@A 17 D —AZEY7% ArcGIS Online 7—4& 78— R¥ 2 X > ME.
intervals, at least annually, and after any change? in the ArcGIS Trust Center documents found here: ArcGIS Trust Center D R¥ 2 X3 R 2®H 1) £ 4
https://downloads.esri.com/resources/enterprisegis/ArcGIS_Online_Security ) o .
DSP-05.2 .pdf . More detailed operational data flow diagrams are included in the https://downloads.esri.com/resources/enterprisegis/ArcGIS_Online D cati
: ArcGlIS Online System Security Plan and updated at least annually. _Security.pdf ocumentation
L WEHEAERT — X 70 —RIE. ArcGIS Online D X574 £F 2
)7 AHERAEN, S EHE L EEHINET,
Is the ownership and stewardship of all relevant Yes CSP-owned Customers retain full ownership of their data at all times. BERIE. BILT—20REBIEEERIELET,
personal and sensitive data documented?
DSP-06.1
Data Ownership
Is data ownership and stewardship documentation No CSC-owned Customers retain full ownership of their data at all times. BEKIZI. BICT—ROTELFEEXZRELET, and Stewardship
reviewed at least annually?
DSP-06.2
Are systems, products, and business practices based on |Yes CSP-owned Esri's Corporate Security policies are based on NIST 800-53 security controls |Esri @ a—RL —F ¥ 22U 574 FYU S —(F. 1SO 27001 OB (=N
security principles by design and per industry best which map to ISO 27001 controls. ArcGIS Online data security measures are in 592 NIST 800-53 €% 2 U 7 4 BEIZESLNT L ET, ArcGIS
practices? alignment with FedRAMP requirements (that have NIST 800-53 security Online ®F— 4 4% 2 U 7 1 %14, FedRAMP B4 (NIST 800-53
controls as its core). ArcGIS Online procedures include requiring that updates niine €7 TITAR - e B
are reviewed for unauthorized changes during the release management X2V TABEBEPKET D) ITA>TWLWET, ArcGIS Online »F
process. ArcGIS Online's cloud infrastructure providers data security policies, [JFz|3. ) —XEE 7O+ X ORI, EHFAREALTEA2(T T | Data Protection by
DSP-07.1 procedures, and processes align with industry standards such as FedRAMP WAL S AEERST L - L4 BRTB - EABENTNET Design and Default
Moderate and ISO 27001. ) ub_ . B B N ° R
ArcGISOnline D7 7 K AV 72X MZ0F v 7ANAZ—DT —
Z2tFxaU7q KU —, FIE, 7BEXIE, FedRAMP Moderate
% 1SO 27001 74 K DEFRIEREICEML TV E T,
Are systems, products, and business practices based on |Yes CSP-owned Esri's aligns its privacy practices with industry-recognized privacy principles Esri 3. R THEMINE=7TFTANNY—FEHICEOZT, BULEE.
privacy principles by design and according to industry to implement appropriate administrative, technical and physical controls. . B EEA T LT E T,
best practices? Esri aligns privacy engineering decisions with the organization’s overall Esri 0TS AN TS o B4 B0t S
DSP-08. | privacy strategy and industry-recognized leading practices of privacy by At & SY=TY ZY Sk AASIESS 2 SR S AN
Rae design and by default. BRTTANY—EIRE ERTRMINTWDETTART— N FTH
AVRTZTANY = NA TT7HLFOFBEBRERISA>TWET, .
Data Privacy by
Design and Default
Are systems' privacy settings configured by default and  [Yes CSP-owned Esri's security and privacy policies and procedures are in alignment with Esi dtF 2 U T4 BLOTTANY— R - FIEIE,
according to all applicable laws and regulations? FedRAMP authorization, GDPR as well as CCPA regulations. Appropriate flow FedRAMP 22%. GDPR 5.4 08 CCPA B IS M LT WE ¥, BY74
DSP-08.2 downs are provided to external providers. . o
: 7HR— U UHART AN Z—(TREINTUWES,
Is a data protection impact assessment (DPIA) N/A CSC-owned The customer is responsible for conducting a DPIA as GDPR requires GDPR T3, MIBEZFAFHMTZEHALTHY . BAD [#EF & BH
conducted when processing personal data and evaluating controllers to carry out a DPIA where a processing activity is using new ICWT5EWI R | #H -0 aEEATWESIC DPIA #EHEd
the origin, nature, particularity, and severity of risks technologies and is likely to result in a “high risk to the rights and freedoms B kS EBECER LT, BEEL DPIA % £H4 2 BLE
ding t licable | laci d of individuals (Article 35.1 GDPR). Esri is a processor under the articles of S R = Data Protecti
DSP-09.1 éccor ing to any 3F.’P icable faws, regulations an GDPR. Customers are expected to analyze the data set that they upload. Esri |&\ % 3 (GDPR 25 35.1 %), Esri iX GDPR OFKIBICE D ZMEBL £ ata Frotection
industry best practices? minimizes data collected by our product. T, BEEEI Ty TA—RLET—42+ty 2SR T3EAKRD S Impact Assessment
NEF, Esrild, BHERICL > TRESINEZ T — L EZR/NRICIZ
TWETY,
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Are processes, procedures, and technical measures Yes CSP-owned Processes, procedures, and technical measures can be found in our Data At X, FIE, EHAEE L. ArcGIS Online ®F — X ALEE (ZES S
defined, implemented, and evaluated to ensure any Processing Addendum: https://www.esri.com/content/dam/esrisites/en- ZEMZE ISR HE T WE S
transfer of personal or sensitive data is protected from us/media/legal/gdpr-data- processing-addendums/data-process-addend.pdf https://www.esri.com/content/dam/esrisites/en-
. L ’ R Sensitive Data
DSP-10.1  |unauthorized access and only processed within scope (as us/media/legal/gdpr-data-processing-addendums/data-process- Transfer
. . - )
permitted by respective laws and regulations)? addend.pdf
Are processes, procedures, and technical measures Yes CSP-owned Upon request Esri will provide you with information about whether we hold | ZZ 8 (25 U T, Esri I3 BEHDEAIBEREEBELTVEAE I HD
defined, implemented, and evaluated to enable data Zn?/ (tJf your l':"?fsonaliiNférmatizn-tE:i W"; Permtit th.’u th) a.cces;, TOFFe.Ct, 'Oft FESRAIRME L 9, Eori 4. Esr ICE&T 2. FHYY Moasq Personal Data
subjects to request access to, modify, or delete personal €lete your information in our database by contacting tsri or by logging In to | EEAT) Fo 7N =5 - 3 =_ S =R - 57 Access, Reversal,
DSP-11.1 d ] Ifl ble | d | fy 7 P your account and making the appropriate changes. We will respond to all YLITEYBRREIT) LT T-ER—2ANOR/RICT 7 £, Rectification and
ata (per applicable laws and regulations)? requests for access within a reasonable timeframe. BIE. HIFRT 22 e ZFFAIL £9, Hftld. EENAHEARNICTNT ‘
DT 7L RERICHIEL £ 7, Deletion
Are processes, procedures, and technical measures Yes CSP-owned Processes, procedures, and technical measures can be found in our Data 7Ot R, FIE, FEHTHESEIZ. ArcGIS Online @7 — X 43R ICBF 4
defined, implemented, and evaluated to ensure personal Processing Addendum: https://www.esri.com/content/dam/esrisites/en- 2B AN TN E T Limitati c
. . imitation o
data is processed (per applicable laws and resulations us/media/legal/gdpr-data- processing-addendums/data-process-addend.pdf ) ) L i
DSP-12.1 . Ph (0 ) PIID o i 7 https://www.esri.com/content/dam/esrisites/en Purpose in Personal
and for the purposes declared to the data subject)? us/media/legal/gdpr-data-processing-addendums/data-process- Data Processing
addend.pdf
Are processes, procedures, and technical measures Yes CSP-owned Processes, procedures, and technical measures can be found in our Data 7Ot R, FIE, FHTHESEIZ. ArcGIS Online @7 — X 4L3E (CBF 4
defined, implemented, and evaluated for the transfer and Processing Addendum: https://www.esri.com/content/dam/esrisites/en- ZEMBHIcDHENT LT
DSP-13.1 sub-processing of personal data within the service supply us/media/legal/gdpr-data- processing-addendums/data-process-addend.pdf https://www.esri.com/content/dam/esrisites/en- Personal Data Sub-
= . . . . . ’ .
chain (according to any applicable laws and regulations)? us/media/legal/gdpr-data-processing-addendums/data-process- processing
addend.pdf
Are processes, procedures, and technical measures Yes CSP-owned Processes, procedures, and technical measures can be found in our Data 7Ot X, FIE, FHTHESEIZ. ArcGIS Online @7 — X 4L3E (CBF 4
defined, implemented, and evaluated to disclose details Processing Addendum: https://www.esri.com/content/dam/esrisites/en- ZEMBK - HENTWET
DSP-14.1 to the data owner of any personal or sensitive data us/media/legal/gdpr-data- processing-addendums/data-process-addend.pdf https://www.esri.com/content/dam/esrisites/en- Disclosure of Data
: . ing initiation? -
access by sub-processors before processing initiation? us/media/legal/gdpr-data-processing-addendums/data-process- Sub- processors
addend.pdf
Is authorization from data owners obtained, and the Yes CSP-owned ArcGIS Online customers retain ownership of their own data. ArcGIS Online  |ArcGIS Online D& HiZ. BT —XOMBEZREREL X7,
associated risk managed, before replicating or using prowde§ custome.rs t.he abllltcy to mamtaln. and develop .pr.o.ductlon and non- ArcGIS Online Tld. AEEEES & IEAEEEE MBS # #55 L U
Sl dk i e e e production organization environments. It is the responsibility of the customer o 4ot Ry . =
¢ 5 %2 \ i) — N =
to ensure that their production data is not replicated to the non-production HTDHEEZ BERICRHLTWET, AFREOT — X0 FAER
environments. We recommend customers utilize a separate staging BICBRINAVWES ICTI2DIEEEHROERETT, TX 2B Limitation of
DSP-15.1 organization from the production one for testing purposes. Movement or LT, AEBEL IFRORT—Y v JHEBZFBTA I 2HEE L Production D
-15. copying of Customer Data by Esri out of the production environment into a . REEIE A S IEAEBE A~ Esri 10k 3 BERT— X OBEE - roduction Data
non-production environment is prohibited except where customer consent is | = ° 3 . . _ . . 7“ Use
obtained as needed to provide the services, or as required by law or BAE— Y—EXD LI TNY 2 =T A YT OIBHICEERDR
regulation or by order of a court or other government body in alignment with |2 % 572156, 7z Esri OEEEHFIOIBRICE 2552 KRE, 2
our privacy supplement statement. IhTuwEd,
Do data retention, archiving, and deletion practices Yes CSP-owned Esri has a set ArcGIS Online Data Retention and Disposal Policy that outline  |Esri |3, EBKEHES L OENEBRISA - -IBROGEES L N2 A E
follow business requirements, applicable laws, and .Esr! s ap;.)roach to n.ﬁanaglng t.he retention and secure d!sposal of information BAGEBS L2750 Esri D7 FO—F 5 B84 5. —ED ArcGIS Data Retention and
DSP-16.1 regulations? in line with our business requirements and legal obligations. o bR 1) S e
Online T— 4 RFH L VEER IV —ZEHTVWET, Deletion
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Are processes, procedures, and technical measures Yes CSP-owned Processes, procedures, and technical measures can be found in our Data TRtz FIE, FHRSEL. ArcGIS Online @7 — X AI2ICEIY | Sensitive Data
defined and implemented to protect sensitive data Processing Addendum: https://www.esri.com/content/dam/esrisites/en- ZEMBYIcDHENT N E S Protection
throughout its lifecycle? us/media/legal/gdpr-data- processing-addendums/data-process-addend.pdf ) o
DSP-17.1 8 yelet https://www.esri.com/content/dam/esrisites/en-
us/media/legal/gdpr-data-processing-addendums/data-process-
addend.pdf
Does the CSP have in place, and describe to CSCs, the |Yes CSP-owned Esri will promptly notify the data exporter about any legally binding request |Esri (2. SFHITUBICL B2EAT—Z DEIROENHELHOH 2 EK
procedure to manage and respond to requests for for disclosure of the personal data by a law enforcement authority unless B o 1BE . EHITUR DB DWME# R+ 2 7= OFE L 0
disclosure of Personal Data by Law Enforcement otherwise prohibited, such as a prohibition under criminal law to reserve the FEEA S, RIEOEIEEEA R NEY . P e g |-
Authoriti di licable | d lations? confidentiality of a law enforcement investigation. Further details can be AL RIBOR BHBVIRY . T—&% T7ZR=R—IC &
DSP-18.1 uthorities according to applicable faws and regulations: found in Esri's Data Processing Addendum: PAITEIL £Y, ML ArcGIS Online ®F— 2 A (CE8¥ 5840
SP-18. https://www.esri.com/content/dam/esrisites/en-us/media/legal/gdpr-data- |32%5csps&i s N3
processing-addendums/data-process-addend.pdf https://www.esri.com/content/dam/esrisites/en-
us/media/legal/gdpr-data-processing-addendums/data-process-
addend.pdf Disclosure
Does the CSP give special attention to the notification |Yes CSP-owned Esri will promptly notify the data exporter about any legally binding request [Esri (2. E#HTLURICL 2EAT— X DEROENHEHDOH 2 ER Notification
procedure to interested CSCs, unless otherwise for disclosure of the personal data by a law enforcement authority unless B 1-18e . EMTUBOREONT A RIS 5 7-H OFE L D
prohibited, such as a prohibition under criminal law to otherwise prohibited, such as a prohibition under criminal law to reserve the FEEL S, QIEOELEEAACEY . P& T A4
fidentiality of a | ‘ confidentiality of a law enforcement investigation. Further details can be - N > - N =
!areser"ve 'con identiality of a faw enforcement found in Esri's Data Processing Addendum: PAITEE L FF, FEMIL ArcGIS Online ®7— X 4R ICEES %380
DSP-18.2 investigation? https://www.esri.com/content/dam/esrisites/en-us/media/legal/gdpr-data- |2%5csps s L 9
processing-addendums/data-process-addend.pdf https://www.esri.com/content/dam/esrisites/en- Data Security and
us/media/legal/gdpr-data-processing-addendums/data-process- Privacy Lifecycle
addend.pdf Management
Are processes, procedures, and technical measures Yes CSP-owned By default, all ArcGIS Online customer data resides on United States soil F7 4 TIE, TRTD ArcGIS Online ®HERT — %X, Amazon
defined and implemented to specify and document wi.thin the confines of tf.1e Amazon Web Services US Regions (East, West.), and Web Service US Y —3 = > (East. West) 3 & U8 Microsoft Azure US
physical data locations, including locales where data is Microsoft Azure US Regions (South Central, East, West). When purchasing a J— 2> (South Central. East. West) (BB o KEM 1= 7 L
d or backed up? new organization, customers can specify a different region for their data N N =
processed or backed up: storage. The two alternative regional data hosting locations are the ¥9, HLWHEBZBAT IR, BEERIIT—X X bL—2IZF]0
European Union (EU1) and Asia Pacific (AP1) regional offerings. EU1 = 3 A ETTRIEATEES, 200KREY -V 341 F—
customer data is stored in Amazon Web Services region EU-West-1 (Ireland) 2RRFAVT A — 3y, BIES EUD) BLOT U7 AFE
with failover to EU-Central-1 (Germany), and Microsoft Azure region North o . N - e S
Europe (Ireland) with failover to West Europe (Netherlands). (AP1) Z#EET 2 2N TE XY, EUl DBHEHKT — 21, Amazon
AP1 customer data is stored in Amazon Web Services region AP-SouthEast-2 |Web Services ® ) — 3 > EU-West-1 (7 A /L7 > F) & EU-
DSP-19.1 (Sydney) with failover to AP-SouthEast-1 (Singapore), and Microsoft Azure Central-1 (RA YY) ~D 7 = 4 JLF—"—_ LU Microsoft Azure @ Data Location
: region Australia East with failover to Australia SouthEast. Customers are ) —<5 5> North Europe (FA L5 > K) & West Europe (45 > %)
responsible for the backup of their datasets. P N P
ANDT7 T ANF—N—IZREFLET, APl OBEET — XL, Amazon
Web Services ® U —< 3 > AP-SouthEast-2 (> K=—) & AP-
SouthEast-1 (Y HR—I) ~AD 7 = A ILFA—/"—_ LU Microsoft
Azure @) —< 3 > Australia East & Australia SouthEast ~®D 7 = A
WF—R—ITRELET, 7Ky FONYy Ty TlE, BEERD
FEETY,
Are information governance program policies and Yes CSP-owned Esri's security policies are signed and reviewed by executive management Esridtx 21U T4 RS —(k, FedRAMP FRBEEIC/A > T, BR=EfEED
procedures sponsored by organizational leadership and disseminated to team members in alignment with the FedRAMP BL L Lo BTN, Feh AVvA— R ENTWES,
established, documented, approved, communicated, SNl
GRC-01.1 i o
applied, evaluated, and maintained?
Governance
Governance, Risk
Program Policy and ]
and Compliance
Are the policies and procedures reviewed and updated |Yes CSP-owned Esri's security polices and procedures are reviewed and updated annually EsimtFaUFq RUL—CFEIIBERBEIN, BEFINFT, Procedures
at least annually?
GRC-01.2
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Question

(Optional/Recommended)

Ownership

Is there an established formal, documented, and Yes CSP-owned This is part of our FedRAMP program based off NIST 800-53 controls and is ZH . NIST 800-53 BEE|CH < FedRAMP 7’0475 LD—EZRTH
leadership-sponsored enterprise risk management (ERM) audited annually. Esri's security policies and procedures are in alignment with V. BEEEASFCVNET, EsridtFa s KU — & FIE
. - FedRAMP authorization, GDPR as well as CCPA regulations. _ . .
program that includes policies and procedures for I, FedRAMP 2. GDPR £ £ 08 CCPA BBEICEEM LT LN E T
e . . N e ° Risk Management
GRC-02.1 identification, evaluation, ownership, treatment, and
acceptance of cloud security and privacy risks? Program
Are all relevant organizational policies and associated Yes CSP-owned As part of the overall FedRAMP accreditation, baseline security requirements |FedRAMP &@ADEEND—IB T, R—X 54 v Dt Fx 1Y 74 EHH
procedures reviewed at least annually, or when a are constantly being reviewed, improved and implemented as part of a BiEEAN, HESN. BENEETO55A0—BE LTERS o
GRC-03.1 substantial organizational change occurs? Continuous Monitoring Program. ) ) Organizational
nTLEy. Policy Reviews
Is an approved exception process mandated by the Yes CSP-owned This is part of the Configuration Management plan and followed whenevera |z 1 (Z#REBEE O —ZFTHY . B —A o DERMHARET S -
governance program established and followed whenever deviation from policy occurs. CIcEWNET, Policy Exception
GRC-04.1 a deviation from an established policy occurs?
Process
Has an information security program (including Yes CSP-owned ArcGlIS Online is FedRAMP authorized and the program is based off NIST 800- |ArcGIS Online I% FedRAMP BETH Y. 7’045 L% NIST 800-53 Governance, Risk
i | RPN .
programs of all relevant CCM domains) been developed 53 controls BEBIIESWTWET, Information and Compliance
GRC-05.1  [and implemented? i
Security Program
Are roles and responsibilities for planning, implementing, |Yes CSP-owned ArcGIS Online system administrator roles and responsibilities are ArcGIS Online ¥ R F LABEBEDEE) & F(EI:. ArcGIS Online ¥ X 7
operating, assessing, and improving governance docume.nt.e.d. within the ArcGIS OnI.ine. System Security.PIan. Usjer r.oles and Lt®aUF HBERICTEEINTOES, 1—F— 0B L EE Governance
GRC-06.1 programs defined and documented? responsibilities are documented within the ArcGIS Online application 4. ArcGIS Online 777U > 2y Féaxy b mS#s T Responsibility
documentation. > = A
4, Model
Are all relevant standards, regulations, legal/contractual, |Yes CSP-owned This documentation is assessed annually as part of the ArcGIS Online Z DX ZE(Z. ArcGIS Online FedRAMP ZRifn—IB & L THEETMEI N
and statutory requirements applicable to your FedRAMP authorization £, Information System
GRC-07.1 |organization identified and documented? Regulatory
Mapping
Is contact established and maintained with cloud-related |Yes CSP-owned Esri maintains contact with external parties such as regulatory bodies, service |Esri |&. #2&I#EE. v—EX 7O/ &— BLUOER 7+ —F LK
special interest groups and other relevant entities? providers, and industry forums to ensure appropriate action can be quickly CONBEIRE & DEE AR L. BB(C5S LR AR E A TR Special |
GRC-08.1 taken and advice obtained when necessary. o _ . ; pecial Interest
) HEL. BEEBIIENTEDLIICLTVET, Groups
Are background verification policies and procedures of |Yes CSP-owned All ArcGIS Online and cloud infrastructure provider employees are required to|ArcGIS Online 8L NI ST KR AV 75X NS F v A4 X—D
all new employees (including but not limited to remote complete a standard background check as part of the hiring process. FATOREE R, HETOLRD—BE LT, BENLSTRES
employees, contractors, and third parties) established Background checks may include but are not limited to review of information | _ . - e o _ e mEEE b
d 'd d’ . d lied ’ relating to a candidate's education, employment, and criminal history. TTT2LENH)ET, FTAEICE, FHEOPE, BE 5L Background Human
HRS-01.1  |documented, approved, communicated, applied, UCIREECETIEROEDIEENET A, CNCBREINEE Screening Policy
evaluated, and maintained? Resources
Ao and Procedures
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Question (Optional/Recommended)

(Optional/Recommended) (BEER)

Ownership

Are background verification policies and procedures Yes CSP-owned All ArcGIS Online and cloud infrastructure provider employees are required to|ArcGIS Online 8L NI ST K AV 7S5 RA M7 F v 7ANAKX—D
designed according to local laws, regulations, ethics, and complete a standard background check as part of the hiring process. TNTOREE . BETALAD—EBE LT, EENAETHES
contractual constraints and proportional to the data Background checlfs may include.but are not limited to re.vic.ew of.information =T AEAS Y £ T SREEC L. BREOSE. B 5L
i . . . relating to a candidate's education, employment, and criminal history. ° N N N
HRS-01.2 classification to be accessed, business requirements, and VIERFEICET 3 ERORINSINETHA. CNICBEINEL
acceptable risk? Ao Background
Screening Policy
and Procedures
Are background verification policies and procedures Yes CSP-owned Esri corporate policies and procedures are reviewed and updated at least Esi da—RL—F RUT—BLUFEIL 2AECELFEIORES
reviewed and updated at least annually? annually. n. BEFHanid,
HRS-01.3
Are policies and procedures for defining allowances and |Yes CSP-owned ArcGIS Online has a detailed Roles and Responsibilities Matrix as part of the  [ArcGIS Online (C1d, X7 4 £ % 2 1) 5 4 5@ (System Security
conditions for the acceptable use of organizationally- System Security Plan (SSP) with supporting security training materials. Esri Plan: SSP) d—#8 & L CHMARE E FEDT MY v 2 AhBY . %
owned or managed assets established, documented, emp.loyees accessing Arc.GIS Online mu.st si'gn a Rules of.Bt.eh?vior (RoB) that REYF— FF2E%al T bLmm v PERLABS T E
. . outlines employee technical and organizational responsibilities related to =
HRS-02.1 ap?rov‘ed, communicated, applied, evaluated, and access and use. 4, ArcGIS Online I 7 2t 2§ Esri OREEE(3. T/ RB LN
maintained? (RIS BT B R B ORININE B £ CRMIOEELER L THE
81 (Rules of Behavior: RoB) ICBL T2 0EALH Y £7,
Acceptable Use of
- - — - - — — - Technology Policy
Are the policies and procedures for defining allowances |Yes CSP-owned ArcGIS Online has a detailed Roles and Responsibilities Matrix as part of the  |ArcGIS Online IZ1&, ¥ XF L £ F 2 1) 5 4 5H& (System Security
and conditions for the acceptable use of System Security Plan (SSP) with supporting security training materials. Esri Plan: SSP) M —if & L CHMARE L BEDT M v 2 XABY . 7 and Procedures
organizationally-owned or managed assets reviewed and emp'loyees accessing ArcFSIS Online mu§t si.gn a Rules of'B('e'h?vior (RoB) that NEY b Bt%al T4 FL— s s EE S FEENT %
outlines employee technical and organizational responsibilities related to - ’“‘
HRS-02.2 updated at least annually? access and use. 3, ArcGIS Online (C7 27X 92 Esri OEEBIZ. 77/EREBLDV
ERICEY 2REE DORITNERES L CHEBNET 5 L 72178R
A (Rules of Behavior: RoB) ICBZT2HELDH Y £7,
Are policies and procedures requiring unattended Yes CSP-owned ArcGIS Online employees adhere to a rules of behavior policy outlining user  |ArcGIS Online D8 1. 1 —HF—DOEFE AT 2/TEFEDAR Y
workspaces to conceal confidential data established, responsibilities. This includes guidance on safeguarding resources used to S AEBTFLET. ZNICIE. ArcGIS Online DEBIZEEFT2Y Y —
HRS-03.1  |documented, approved, communicated, applied, s Al Of i ZDIRHEICET B HA XY ADEENE S,
evaluated, and maintained?
Clean Desk Policy
Are policies and procedures requiring unattended Yes CSP-owned ArcGIS Online employees adhere to a rules of behavior policy outlining user  |ArcGIS Online D¢ ES(1F. 21— —DOEEAENTHTHHHRI R Y and Procedures
workspaces to conceal confidential data reviewed and responsibilities and review their responsibilities annually. S ABFL. BEZOEEEEEL T,
HRS-03.2  |ypdated at least annually?
Are policies and procedures to protect information N/A CSP-owned Esri does not store or process information within remote sites and locations. |Esri (3. YUE—F 4 FBLVPYE—F OF—> 3 VA TIERZRE
accessed, processed, or stored at remote sites and FIFNEBLEFHA,
HRS-04.1  |locations established, documented, approved,
communicated, applied, evaluated, and maintained? Remote and Home
- - - — - - - Working Policy and
Are policies and procedures to protect information N/A CSP-owned Esri does not store or process information within remote sites and locations. |Esri (3. YE—F A4 FBLPYE—F OF—> 3 VRN TIEREZRE
accessed, processed, or stored at remote sites and FIEMEBLEHA, Procedures
HRS-04.2 locations reviewed and updated at least annually?
Are return procedures of organizationally-owned assets |Yes CSP-owned Esri Human Resources Policy drives employee termination processes for Esri AR Y > —Ik. ArcGIS Online DEEEDRE /A R & HEHEL
by terminated employees established and documented? ArcGIS Online. These policies are available to all Esri employees F4. choDRY S —(k. Esri DAGERE A F BAETT,
HRS-05.1 Asset returns

Human

Resources
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Are procedures outlining the roles and responsibilities  |Yes CSP-owned Esri Human Resources Policy drives employee termination processes for Esri AR Y > —Ik. ArcGIS Online DEEEDRE /A R EZHEL
concerning changes in employment established, ArcGIS Online. These policies are available to all Esri employees F9, INMoDRY >—IL, Esri OLREEHNFIBAIEETT, Employment
HRS-06.1  |documented, and communicated to all personnel? o
Termination
Are employees required to sign an employment Yes CSP-owned Esri employees accessing ArcGIS Online must sign a Rules of Behavior (RoB)  [ArcGIS Online I21&, ¥ X5 4 ¥ 2 U 7 1 5H@ (System Security
agreement before gaining access to organizational that outlines employee technical and organizational responsibilities related Plan: SSP) d—28 & LCHMARE E EHEDT MY v 2 AN BY . %
information systems, resources, and assets? o 2iEE2EE 200 U NEYR—+bT2EFx2Y 74 PL—=rvrERPBAEINTLE
HRS-07.1 9. ArcGIS Online IC7 2t X3 3 Esri ORtEBIF. T/ EXB LV Employment
(RSB Y B At B OBAME 5 & OB RIE £ 5 L 7-(7Eyg |/ \ereement Process
81 (Rules of Behavior: RoB) ICBZT 24BN H Y £7,
Are provisions and/or terms for adherence to Yes CSP-owned Esri employees accessing ArcGIS Online must sign a Rules of Behavior (RoB)  [ArcGIS Online IC1d, X F L % 2 U F 4 5H# (System Security
established information governance and security policies that outlines employee technical and organizational responsibilities related Plan: SSP) d— 8¢ LCHMARE E FEDT MY v 2 AhBY . %
included within employment agreements? to access and use. NEYR—FT2EF2) T4 FL—ZV/EBRLABRSATVLE E
= mployment
HRS-08. 1 9, ArcGIS Online (77 £ X9 5 Esri OfRtEEIF, T/ E2XB LT Agreement
ERICET 2REEOFITNERS L HEBNET 285 L 7217811 Content
8l (Rules of Behavior: RoB) ICELT24EAH Y £7,
Are employee roles and responsibilities relating to Yes CSP-owned ArcGlIS Online has a detailed Roles and Responsibilities Matrix as part of the  [ArcGIS Online 1213, X T A £ F 2 Y 7 4 =H@E (System Security
information assets and security documented and System Security Plan (SSP) with supporting security training materials. Esri Plan: SSP) m—&8 & LCHMARE L EEDT Y v 2 XA BY . %
communicated? emp'loyees accessing Arc.GIS Online mu§t si.gn a Rules of.B.e'h:.;\vior (RoB) that NEYH— FF2E%al T bL—my P EEERE ST E
outlines employee technical and organizational responsibilities related to - "
HRS-09.1 access and use. 9, ArcGIS Online IC7 27 £ X9 % Esri OEEIE, 77 EXBLV Personnel Roles
(EFI BB B R B OB AL S & MR EIL & 5 L 7-77aps |2nd Responsibilities
8 (Rules of Behavior: RoB) I[CBZ T2 HEHLH Y £7,
Are requirements for non-disclosure/confidentiality Yes CSP-owned Esri Legal Counsel manages and periodically revises the Esri NDA to reflect  |Esri Legal Counsel (£, ArcGIS Online ® €Y % X = — X% KIR$ 3
agreements reflecting organizational data protection ArcGIS Online business needs. =812 Esri NDA BB L. THMICHETILET,
needs and operational details identified, documented, Non-Disclosure
HRS-10.1 and reviewed at planned intervals? Agreements
Is a security awareness training program for all Yes CSP-owned ArcGIS Online employees complete security training at least annually ArcGIS Online DS, P EHE LR, EXaVUFTq FL—
employees of the organization established, documented, T ESELFT
HRS-11.1 approved, communicated, applied, evaluated and
maintained?
Security Awareness
Are regular security awareness training updates Yes CSP-owned Annual role based & security awareness training is provided for ArcGIS Online |ArcGIS Online OEEEZ X RIC, F£ 1@, BENZSLE=EF 1Y Training
provided? employees. FABBALFL =Y S EEHLTLET,
HRS-11.2
Are all employees granted access to sensitive Yes CSP-owned Annual role based & security awareness training is provided for ArcGIS Online |ArcGIS Online OEEEZIRIC. F£ 1[0, FEZSLE=EF Y Personal and
organizational and personal data provided with employees. FABBALENL —= v S EERBLTWET, Sensitive Data
HRS-12.1  |appropriate security awareness training?
Awareness and
Training
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Human

Resources




Question

CSP
CAIQ

Answer

SSRM

Control

Ownership

CSP Implementation Description

(Optional/Recommended)

CSP Implementation Description
(Optional/Recommended)
(GESCEN)

CCM
Control Title

CcCcM

Domain Title

Are all employees granted access to sensitive Yes CSP-owned ArcGIS Online has a detailed Roles and Responsibilities Matrix as part of the  |ArcGIS Online IZ1%, ¥ X F L £ F 2 1) 5 1 £H# (System Security
organizational and personal data provided with regular System Security Pl.an (SSP) with s.upporting. security training m.?terials. Esri Plan: SSP) d—28 & LCHMARE E HHEDT MY v 2 XA BY . %
updates in procedures, processes, and policies relating employees accessing ArcGIS Online must sign a Rules of Behavior (RoB) that REYH— hF2E%al T4 bL—my P EREAES T E Personal and
hei fessional fi - outlines employee technical and organizational responsibilities related to - - Sensitive D
HRS-12.2 to thelr professional function® access and use. 4, ArcGIS Online IC7 2t X9 % Esri DEEEIL. 77 XAB LN ensitive Data
FERICEIT 5 REBORMNBEL S & ERIEIE 45 Lfrgg | AAwarenessand
81 (Rules of Behavior: RoB) ICB& T 2 4EHLH Y £7, Training
Human
Are employees notified of their roles and responsibilities|Yes CSP-owned ArcGIS Online has a detailed Roles and Responsibilities Matrix as part of the  [ArcGIS Online (21X, ¥ X T L &% 2 U F 4 5@ (System Security Resources
to maintain awareness and compliance with established System Security Pl.an (SSP) with s.upporting. security training me'lterials. Esri Plan: SSP) d—#8 & L CHMARE E FEDT MY v 2 AhBY . %
policies, procedures, and applicable legal, statutory, or employees accessing ArcGIS Online must sign a Rules of Behavior (RoB) that REYF— FF2E%al T bLmm v PERLABS T E
| i blications? outlines employee technical and organizational responsibilities related to - ~ c i U
HRS-13.1 U7 GNP S el access and use. 3, ArcGIS Online IC7 22X 92 Esri DREEEB(IZ. 77/EAEBLDV ompliance Liser
R == ME MR E an L7217
(ERICET R B O BITIEE S & CIEBIEEEEH L (gam | Responsibility
8 (Rules of Behavior: RoB) ICBEZ T2 EARH Y £,
Are identity and access management policies and Yes CSP-owned Identity and access management policies and procedures are part of ArcGIS  [ID 5 £ U7 7 £ ZEEB DR Y ¥ — 5 L O FIEIZ, ArcGIS Online
procedures established, documented, approved, Online FedRAMP authorization. FedRAMP ZBED—EB T,
IAM-01.1 communicated, implemented, applied, evaluated, and
intained?
maintained? Identity and Access
- — - - Management Policy
Are identity and access management policies and Yes CSP-owned Identity and access management policies and procedures are part of ArcGIS  |ID 3LV T7 7 X BEDORY > —H L OFIEIZ. ArcGIS Online and Procedures
procedures reviewed and updated at least annually? Online FedR.AMP. au't.horization and are reviewed and updated at least FedRAMP RED—IBE LT, DA EHE L @I FEEATEA
1AM-01.2 annually or if a significant change occurs. Sk LA c BB N, FHEANES
. fu 7;1_ (=S A= N # o
Are strong password policies and procedures Yes CSP-owned This is a Customer Responsibility to enforce the minimum password BEEBOEF 2V T4 KUY —ICEBTERNBONRT — FEFEE
established, documented, approved, communicated, requirements that meet their agency's security policies. Organizations should BAT20EBEREOEETT, BRI, ArcGIS Online EEEH ® O
implemented, applied, evaluated, and maintained? utilize ArcGIS Online Organization Specific Logins to meet all of their o | " . . o . .
’ ' ' organizations username and password management requirements and for TAVERMLT, HROI-Y—BBLUNRT - FEROTART
adherence to FedRAMP accreditation. Further information concerning ArcGIS | DE#4 % 7= L. FedRAMP RE % EF 4 2 EAH Y £, ArcGIS
Online Organization Specific Logins may be found at: Online $EB DO VA VBT AEMBERIZ. UTAETSBLX _
http://doc.arcgis.com/en/arcgis-online/administer/enterprise-logins.htm L: http://doc.arcgis.com/en/arcgis-online/administer/enterprise- Identity & Access
If an Identity Provider (IdP) is not available. ArcGIS Online enabled ) Management
Administrators to implement a custom password policy for their ArcGIS logins.htm
LAM-021 Online organization. Other than User ID lockouts which are fixed settings, ID Z'AanA £— (IdP) #FIATE AL WiEE, ArcGIS Online TIZEE
password policies can be customized to meet these requirements or the 5 ArcGIS Online JBI D H AL L /SR T — R Y S —ABFETEE
specific requirements outlined in the customer's policies. For more info on . BERECHEI-—Y—IDOOy s TY R EBRE. ST — ] Strong Password
setting a custom password policy, see: https://doc.arcgis.com/en/arcgis- °° K = . L A - ‘/: L Policy and
online/administer/configure-security.htm KUY —lE, INODEHELIEEEEROR) L —ICR TR EDE Procedures
HILEDETHREYARXTEET, WRAZLNKRT—FRIT—D
HREDFHMICOVWTIE, UFEISBIALS L
https://doc.arcgis.com/en/arcgis- online/administer/configure-
security.htm
Are strong password policies and procedures reviewed |Yes CSP-owned This is a Customer Responsibility to enforce the minimum password BEBEE DX 1) T4 RYS—ICEHTEIRNEDRIX)— NEHSE
and updated at least annually? requirements that meet their agency's security policies. ArcGIS requires BAT2DEBEREOEETT, ArcGIS Tlt, 27— Riddnid s
1AM-02.2 passwords be changed at least annually.

LFLIREESTI2RELNHY £,
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Is system identity information and levels of access Yes CSP-owned User access is reviewed quarterly I—HY—DT7 7 RFUFEATEICREENE T,
managed, stored, and reviewed?
1AM-03.1 Identity Inventory
Is the separation of duties principle employed when Yes CSP-owned ArcGIS Online roles with corresponding information system access ArcGIS Online ® A —JLit, BT BERI AT LANDT 72 XER L
implementing information system access? authorizations are defined within the ArcGIS Online Separation of Duties L 1o, FedRAMP RED—EB L LTBETHSNIBESZ7 R v s . ‘
1AM-04.1 Matrix which as assessed annually as part of it's FedRAMP authorization e eparation o
. JANTERINTLET, Duties
Is the least privilege principle employed when Yes CSP-owned Cloud infrastructure providers utilize segregation of duties for critical U9 R AV TIIRNIOTF v AN, X—F, EELEEEOEES
implementing information system access? functional to minimize the risk of unintentional or unauthorized access or EAEHLTEY . AESZAFLA~NDERLAENRET 2 £ XOES
change to production systems. \ - iz
Customers retain the ability to manage segregation of duties of their ArcGIS DY R ERNBRICHZATWETS,
Online organization resources. The use of custom roles within ArcGIS Online |H%&E&IZ. ArcGIS Online 8% v — X DBHEHE2 BRI 2184 R
1AM-05.1 enables permissions of specific user groups to be applied with much more |35 | £ 4, ArcGIS Online N CHRX XL O—ILAEFEEBELT. BED Least Privilege
granularity than the default roles of Administrator, Publisher, and User. For A PN —TFDOT o AT A, BEE. AEE. 1—H—pF
additional information, see: . N _u t_ N _ N _
http://doc.arcgis.com/en/arcgis-online/reference/roles.htm ZAME B—LE Db SICHiA CGERTE XY, FHllICOVTIE,
LUF % 2888 { /2& W http://doc.arcgis.com/en/arcgis-
online/reference/roles.htm
Is a user access provisioning process defined and Yes CSP-owned Customers have the responsibility to grant access to their ArcGIS Online ArcGIS Online $B8#ICT7 7t X2 F A T A2 EF I BEHRAFEL T, ¢
implemented which authorizes, records, and organization. All ArcGIS Online administration personnel must complete the ~T D ArcGIS Online BRI L= ArcGIS Online U Y/ — Z~D T &
communicates data and assets access changes? read-in process to the FedRAMP program before they are granted access to A AETEN B, FedRAMP 7025 And I — K4 > FA+ User Access
1AM-06.1 any ArcGIS Online resources. No access to customer data is granted. " - Provisionin
AERTTIRENDHY T, PERT —Z~DOT /L AFHATS A ovisioning
FHA.
Is a process in place to de-provision or modify the Yes CSP-owned ArcGIS Online relies on the Role Based Access Control (RBAC) model. All users [ArcGIS Online (. A—JL XR— X2 7 27+ X 4|# (RBAC) €T ILICHKE
access, in a timely manner, of movers / leavers or in solution need to have a role for which they are granted access to. The LET, YUa—3 a3 NOTRTOI—HF—(3. 7o/ ERLEREN
. . . customer manages access provisioning and deprovisioning User Access
IAM-07.1 system identity changes, to effectively adopt and FO—LEEOREAHY T, BERIZ. FTrEAOTAEY 3= ch 4
-07. . . . - A anges an
communicate identity and access management policies? L P LS L — N, A s
VO TF7/AEY a v BERBLET, Revocation
Are reviews and revalidation of user access for least Yes CSP-owned Customers manage access to their ArcGIS Online org BEERD ArcGIS Online i~ 7/t X2 EE L £7,
privilege and separation of duties completed with a
User Access
1AM-08.1 frequency commensurate with organizational risk
Review
tolerance?
Are processes, procedures, and technical measures for |Yes CSP-owned Customers manage access to their ArcGIS Online org BEKD ArcGIS Online Hf~D7 7t X ZEEL £,
the segregation of privileged access roles defined,
implemented, and evaluated such that administrative Segregation of
1AM-09.1 data access, encryption, key management capabilities, Privileged Access
and logging capabilities are distinct and separate! Roles
Is an access process defined and implemented to ensure |Yes CSP-owned ArcGIS Online operations team maintains records of access control grantsto  |ArcGIS Online O &R F — A ld. T_XTOIBYEE (X L 7 7 & X &#HD
privileged access roles and rights are granted for a all personnel. Periodic access control audits are conducted as per the RS AEBEL £9. FedRAMP BAICA>T. 72+ X &1EIET 3
limited period? FedRAMP requirements. Customers have the responsibility to grant access to | P . " . -
their ArcGIS Online organization. All ArcGIS Online administration personnel RN BEAENRESNET . ArcGIS Online #i~D 7 7 2 %77 Management of
must complete the read-in process to the FedRAMP program before they are |§ 2 BRI EFRAFTEHL £9, T TD ArcGIS Online EXEIBLE - 3
1AM-10.1 granted access to any ArcGIS Online resources. No access to customer data is [(3  ArcGIS Online UV —X~DT7 7t AAZHFA SN B HTIZ. Privileged Access
D e 9 > 5 . Rol
granted. FedRAMP 7025 Lad U — KA ¥ 7AL R &R T § 20BN H Y oles
£T, BERT—EAOT /L RRHFASNE LA,
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CSP Implementation Description
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(GESCEN)

CCM
Control Title

Are procedures implemented to prevent the N/A CSP-owned Cloud infrastructure providers utilize segregation of duties for critical P59 R AV TIIRANSIZF v 7ANAX— %, BEELEEEDEIES
culmination of segregated privileged access? functional to minimize the risk of unintentional or unauthorized access or EAEHLTEY . AESZAFLA~NDERLAENKET 2 £ X0ES
change to production systems. DY R 5 EBINBIEIZ T E
Customers retain the ability to manage segregation of duties of their ArcGIS = AR °
Online organization resources. The use of custom roles within ArcGIS Online |$%#kIZ. ArcGIS Online ## ) VvV — X DBBHE = EE Y 5HEE% R Management of
1AM-10.2 enables permissions of specific user groups to be applied with much more BHLFET., ArcGISOnline NTHRZL A—ILAEFERLT, BED Privileged Access
granularity than the default roles of Administrator, Publisher, and User. For A PN —TFDOT o AT A, BEE. AEE. 1—H—pF Roles
additional information, see: . N _u t_ N _ N _
http://doc.arcgis.com/en/arcgis-online/reference/roles.htm ZAME B—LE Db SICHiA CGERTE XY, FHllICOVTIE,
LUF % 2888 { /2& W http://doc.arcgis.com/en/arcgis-
online/reference/roles.htm
Are processes and procedures for customers to Yes CSP-owned Customers manage access to their ArcGIS Online org entirely. HEERD ArcGIS Online B~ D 7 7t X 2 ZRICEE L £,
participate, where applicable, in granting access for CSCs A ¢
agreed, high risk as (defined by the organizational risk s Approvatior
IAM-11.1 assessment) privileged access roles defined, Agreed Privileged
implemented and evaluated? Access Roles
Are processes, procedures, and technical measures to  [Yes CSP-owned ArcGlS Online Infrastructure read-only logs are maintained by the Software  |ArcGIS Online 4 ¥ 7 5 2 + 7 7 F v DAY ERA 71,
ensure the logging infrastructure is "read-only" for all Security and Privacy team. Software Security and Privacy F —AICE > TRFENET,
with write access (including privileged access roles)
1AM-12.1
defined, implemented, and evaluated?
Safeguard Logs
" " : — - = = = 5 Integrity
Is the ability to disable the "read-only" configuration of |Yes CSP-owned ArcGIS Online Infrastructure read-only logs are maintained by the Software  |ArcGIS Online 1 ¥ 75X k5 7 F v DAY BERO 713,
logging infrastructure controlled through a procedure Security and Privacy team. Software Security and Privacy F — Al & > TRF SN E T,
1AM-12.2 that ensures the segregation of duties and break glass
procedures?
Are processes, procedures, and technical measures that |Yes CSP-owned Customers have the responsibility to grant access to their ArcGIS Online ArcGIS Online H#~D 7 7 L X ZHAI T2 EF LB EHEIFLE T,
ensure users are identifiable through unique organization. All ArcGIS Online administration personnel are required to HETHY Y FORBIETRTTH S EH 5. ArcGIS Online o &8
identification (or can associate individuals with user have a unique user ID and password to access the system as shared accounts LE A NT. S RF LT 52T DT DEEDL—F— D &< .
IAM-13.1 identificati defined. imol ted. and are not leveraged. In order to use administration credentials multifactor N = = Uniquely
' identification usage) defined, implemented, an authentication is utilized to uniquely identify credentials. AT = FEFEOVRENHY £, EEBREFAZEAT 2725120 FEE | |dentifiable Users
evaluated? IR [N
E—RBICHT 2L ERTANMAINE T,
Are processes, procedures, and technical measures for |Yes CSP-owned ArcGIS Online has the option to enable Multifactor Authentication(MFA). For |ArcGIS Online TlE. ZEHZIBEF (MFA) 28T 347> 3 o 2'H
authenticating access to systems, application, and data details please review the resource below: https://doc.arcgis.com/en/arcgis- DEd, BMICoNTE. UTFOUY —2% TS8R E L
assets including multifactor authentication for a least- DT Sl 51 https://doc.arcgis.com/en/arcgis-online/administer/configure-
IAM-14.1 privileged user and sensitive data access security.htm
defined, implemented, and evaluated?
Strong
Authentication
Are digital certificates or alternatives that achieve an Yes CSP-owned ArcGIS Online has the option to enable Multifactor Authentication(MFA). For |ArcGIS Online Tld. ZEXRZREF (MFA) ZBMICT B4 7T a3 v hdh
equivalent security level for system identities adopted? details please review the resource below: https://doc.arcgis.com/en/arcgis- DEd, FMICoNTIE. UTOUY —2& TSR E L
1AM-14.2 online/administer/configure-security.htm ) . ) o .
. https://doc.arcgis.com/en/arcgis-online/administer/configure-
security.htm
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CCM
Control Title

CcCcM

Domain Title

Are processes, procedures, and technical measures for |Yes CSP-owned Organizations should utilize ArcGIS Online Organization Specific Logins to B IE. ArcGIS Online fEfiE BB 74 > #FB LT, B0 1—
the secure management of passwords defined, meet all of their organizations username and password management Y2 B L UORR T — REBOF_RTOBMEAEES L. FedRAMP 22
implemented, and evaluated? requirements and for adherence to FedRAMP accreditation. Further AT 4B LB S Y £4. ArcGIS Online EEES DO 24 > |-
information concerning ArcGIS Online Organization Specific Logins may be * ° T -
found at: http://doc.arcgis.com/en/arcgis-online/administer/enterprise- THEMBRIE. UTA2Z2TSBLE L
logins.htm http://doc.arcgis.com/en/arcgis-online/administer/enterprise-
If an Identity Provider (IdP) is not available. ArcGIS Online enabled logins.htm
Administrators to implement a custom password policy for their ArcGIS 3 ’ R . . N ) s
IAM-15.1 Online organization. Other than User ID lockouts which are fixed settings, ID 7A/34 &= (1dP) HFIBTE R LHE, ArcGIS Online TIHER Passwords
password policies can be customized to meet these requirements or the 7D ArcGIS Online S D H R XL RRT =K R v —%KETEE Management
specific requirements outlined in the customer's policies. For more info on T, AERETCHDZI—HF—IDOOY I 7Y RERE. ST —F
setting a custom password policy, see: https://doc.arcgis.com/en/arcgis- RS TN DEREF I BEREOFRY S — T AR EOE Identity & Access
online/administer/configure-security.htm ST o TEeen Management
HICEDETHRERARXTEET, WRAXLNKRT—F R —D
BREDFHEMICOVTIE, UTEISEBIEZI L
https://doc.arcgis.com/en/arcgis- online/administer/configure-
security.htm
Are processes, procedures, and technical measures to  |Yes CSP-owned Customers have the responsibility to grant access to their ArcGIS Online ArcGIS Online #B#&IC 7 7 t R & A 2 BT EEHEIHHET, 7
verify access to data and system functions authorized, organization. All ArcGIS Online administration personnel must complete the ~T D ArcGIS Online &8 |+ ArcGIS Online U ¥ — Z~D T &
. d-in process to the FedRAMP program before they are granted access to it
defined, implemented, and evaluated? rea P prog Y g NS e o S = D gs, = Authorization
1AM-16.1 P any ArcGIS Online resources. No access to customer data is granted. LABFASNBHC, FedRAMP 7R 7T LADYU —F 1> TRt Mechanism
AERTTIRENDHY T, BPERT—Z~DOT /L AFHFATSA echanisms
A,
Are policies and procedures established, documented, |Yes CSP-owned The ArcGIS Online REST API is publicly available and documented on the ArcGIS Online REST APl (/%7 w ZIcNBiahTH Y, Web B4 k
approved, communicated, applied, evaluated, and website at: https://doc.arcgis.com/en/arcgis-online/reference/develop-with- TXEIL X NTL E T https://doc.arcgis.com/en/arcgis-
maintained for communications between application agol.htm . Significant changes are assessed as part of a Significant Impact online/reference/develop-with-agol.htm
. AT Assessment process to ensure appropriate evaluation, approvals and :
IPY-01.1 services (e.g. APls)? communication. EELZE(Z. BUATM. AR, 231275 —> 3 EAHEEICERE
L. Significant Impact Assessment 7A€ XD—E ¢ L TFHMEE L E
Jo .
Interoperability
Are policies and procedures established, documented, |Yes CSP-owned See the ArcGIS Trust Center and ArcGIS Online documentation for details ArcGIS DY — E XD IERNIBEEERMICEE T A EMIC D UL T,
approved, communicated, applied, evaluated, and concerning information processing interoperability of our services - ArcGIS Trust Center 3 & 08 ArcGIS Online @ K% 2 A ¥ k& 258 <
IPY-01.2 maintained for information processing interoperability? https://doc.arcgis.com/en/arcgis- online/manage-data/data-in-online.htm 72 U - https://doc.arcgis.com/en/arcgis-online/manage-
data/data-in-online.htm
Are policies and procedures established, documented, |Yes CSP-owned ArcGIS Online development code is designed to be portable in other CSP ArcGIS Online MEA% 3 — R, s CSP (Cloud Service Providers) Interoperabili ty
approved, communicated, applied, evaluated, and environments. BIECHEE TS LS LRI TLETS, & Portabilic
ortabili
IPY-01.3 maintained for application development portability? Y
Are policies and procedures established, documented, |Yes CSP-owned See the ArcGIS Trust Center and ArcGIS Online documentation for details ArcGIS OHY — E XD IERNIBEEERMICEE T A EEMIC D UL T,
approved, communicated, applied, evaluated, and concerning information processing interoperability of our services - ArcGIS Trust Center 3 & 08 ArcGIS Online @ K% 2 A ¥ k% 2508 < and Portability
maintained for information/data exchange, usage, https://doc.arcgis.com/en/arcgis- online/manage-data/data-in-online.htm 25U - httpsy//doc.arcgls.com/en/arcgis-online/manage- .
IPY-01.4 bility. i . 4 . ) - : : : Policy and
portability, integrity, and persistence? data/data-in-online.htm Procedures
Are interoperability and portability policies and Yes CSP-owned Policies and procedures are reviewed and updated annually or if there are FHEFEERBEF A IZIEEARTENHIBEAICEEI N, BHS
procedures reviewed and updated at least annually? any significant changes. nEv,
IPY-01.5
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(Optional/Recommended)

Ownership

(GESCEN)

Are CSCs able to programmatically retrieve their data |Yes CSC-owned ArcGIS Online has extensive API capabilities allowing customers to ArcGIS Online IZIZILERIED H 5 APl #EEN' H Y. BEKIE /077
via an application interface(s) to enable interoperability programmatically retrieve their data. See the ArcGIS Trust Center and Mok o TCF— 2 AEET2 2 EATEET, ArcGIS DY — £ X i
d bility? ArcGIS Online documentation for details concerning information processing . R Application
and portability: interoperability of our services - AR EERMICE T 5D UL T, ArcGIS Trust Center 5 & PP
IPY-02.1 N . . . N N
https://doc.arcgis.com/en/arcgis-online/manage-data/data-in-online.htm U ArcGISOnline D FF¥ 2 4> h 2 ZTSBAE WL - Interface
https://doc.arcgis.com/en/arcgis-online/manage-data/data-in- Availability
online.htm
Are cryptographically secure and standardized network |Yes CSP-owned ArcGlIS Online implements FIPS 140-2 compliant cryptographic algorithms ArcGIS Online (£, FIPS 140-2 (CHEH L 2B SL T T L% EE Secure
protocols implemented for the management, import, LTWET, Interoperability and
IPY-03.1 and export of data? ili
Portability Interoperabili ty
Management & Portability
Do agreements include provisions specifying CSC data  |Yes CSP-owned Customers have complete ownership of their data at all times. BEBEIX. BICT—XDRELMEELZEbF T,
access upon contract termination, and have the Customer datasets are deleted within 60 days of contract termination unless BEEDF— &ty k. BEREOEEALWEY . ZEIETE 60 B
following? otherwise specified by the customer. LPIC B &
4 > ZBIER °
a. Data format Data Portability
IPY-04.1 b. Duration data will be stored Contractual
c. Scope of the data retained and made available to the Lo
Obligations
CSCs
d. Data deletion policy
Are infrastructure and virtualization security policies and|Yes CSP-owned Cloud infrastructure providers virtualization technologies are regularly U559 R AV 73RN 0F v TN, X—DRBIEAIZ. HAT
procedures established, documented, approved, evaluated internally and by independent assessments annually. EHRICEMES . EEMT LSBT ThRT W E T,
1VS-01.1 communicated, applied, evaluated, and maintained?
Infrastructure and
Virtualization
Are infrastructure and virtualization security policies and|Yes CSP-owned Cloud infrastructure providers virtualization technologies are regularly 5 R AV TIRNTOF v TANAZ—ORIEEHIE. #AR T | Security Policy and
procedures reviewed and updated at least annually? evaluated internally and by independent assessments annually. FHARICTME & . EEMT LA TN TWET, Procedures
1VS-01.2
Is resource availability, quality, and capacity planned and |Yes CSP-owned ArcGIS Online utilizes the capacity of two major cloud infrastructure ArcGIS Onlineld. 2 DDEERIZFIF AV T7Z7RMZ0F % 70
monitored in a way that delivers required system providers to meet customer demands and Service Level Agreements (SLA) for NAB—DBEEX#FALT. AFRK. RE. ASICETEEROE
. . availability, quality and capacity. Each cloud provider offers SLAs for their R . R _ . . . :
1VS-02.1 performance, as determined by the business? infrastructure KeB—ER LR (SLA) @7z LET, &7 77 F 7anA N Capaqtzland.
N 5 = = = 5z o esource Planning
Z—lE. TNZENDA VT IR T F v D SLA ZRELTVLET, Infrastructure &
Virtualization
Are communications between environments monitored? |Yes CSP-owned All access to the infrastructure is monitored, tracked and recorded AVISRANIOFvADT 7R RITTRTCER. BY. LHINE Security
ERS
1VS-03.1
Are communications between environments encrypted? |Yes CSP-owned Data is encrypted at rest with AES-256 which is a FIPS 140-2 compliant F— &, FIPS 140-2 #EMORE S/ 7L TY XL TH D AES-256 T
encryption algorithms. This is in alignment with FedRAMP requirements BERICES({EhET, ik, FedRAMP B : —H LTS
1VS-03.2 Network Security
Are communications between environments restricted |Yes CSP-owned ArcGIS Online data in transit is over HTTPS via TLS 1.2 Only. EEP D ArcGIS Online D7 — & x, TLS 1.2 d&H %A LT HTTPS T
to only authenticated and authorized connections, as XA NET,
1vS-03.3 justified by the business?
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Are network configurations reviewed at least annually? |Yes CSP-owned All ArcGIS Online architectural diagrams (Networks and systems combined) |ArcGIS Online D4 X TOERR (v b T —2 £ R T LA BHED
are reviewed in accordance to the FedRAMP requirements. 75 0) |, FedRAMP B (it > CEBEINEF
IVS-03.4 Updates to the diagrams are done as needed usually upon approval for . ; N e - o B ° .
ST — BREOEH L, BE, BREBEOAREICLEICS L TIbIE
j—o
— - — = — Network Security
Are network configurations supported by the Yes CSP-owned This is part of the ArcGIS System Security Plan. Access to the details in the ArcGIS Y RT7 L £F 2 U T 4 5HEO—ETT, ArcGIS Online SSP @
documented justification of all allowed services, ArcGIS Online SSP can be provided upon signing an NDA S@mADT oL 2. NDA ImBLT2 - & CIREEE N,
IVS-03.5  [protocols, ports, and compensating controls?
Is every host and guest OS, hypervisor, or infrastructure |N/A CSP-owned ArcGIS Online is a Saas offering ArcGIS Online | SaaS TRt N TWE T,
control plane hardened (according to their respective
best practices) and supported by technical controls as OS Hardening and
A AL part of a security baseline? Base Controls
Are production and non-production environments Yes CSP-owned ArcGIS Online utilizes separate production and non-production ArcGIS Online Tlf, AEIBIE CIEARBEAZ DT OCEALTWVWET,
separated?! environments. Customers can purchase a separate non-production BERE. FRMNATF—UL S ABNE L-EEREGA BT Production and
IVS-05.1 organization for testing/staging purposes. P g Non- Production
Environments
Infrastructure &
Are applications and infrastructures designed, Yes CSP-owned ArcGIS Online security infrastructure exists on an isolated private network ArcGIS Online Dt x a2V T4 AV 75X 0F v, BEtEINT Virtualization
developed, deployed, and configured such that CSP and subnet. All logs from every instance are stored in a common repository. TIAR—F Zy FT—5 TRy F EICEELET, $RTDA ]
CSC (tenant) user access and intra-tenant access is Implementation ensures only ArcGIS Online Administrators can read logs. . N . . B 02255 S U = Security
1VS-06.1 iatel d d . d. and Collected logs are not modified or deleted by anyone. ARYANDOTATOATE, HBOYRY b UIREFINET, Segmentation and
-06. appropriately segmented, segregated, monitored, an ArcGIS Online DEBEDHA O L A HL I ENTES LD ICEEA N Segregation
icted fi ther t ? S i
restricted from other tenants TUET, NESNFOSFHICLEBE BRI N E LA,
Are secure and encrypted communication channels Yes CSP-owned ArcGIS Online enforces using only TLS 1.2 for encrypted communication with |ArcGIS Online Tl&, BEHED S X T L & DEES{LEBEIC TLS 1.2 D&
including only up-to- date and approved protocols used customer systems. Endpoints are regularly validated against SSL Labs and DERENEE LET, TV RS FESSL SABLOLAF 3y ) )
IVS-07.1 when migrating servers, services, applications, or data to dynamic scanners to ensure the encryption is in alignment with current a _ OFHH o L R M — Migration to Cloud
loud X ) ' ' ' industry recommendations. 7 AF v F oIS LTEBBICREE S N, BSAAREORR OHSE Environments
cloud environments* FEC—BLTL DI L ERBLET,
Are high-risk environments identified and documented? |Yes CSP-owned See ArcGIS Online security presentation materials within the ArcGIS Trust ArcGIS Trust Center K¥ 2 X> FA®D ArcGIS Online €% 2Y 574 7
Center documents. LYY TF— a v BRE BB E Network
1VS-08.1 Architecture
Documentation
Are processes, procedures, and defense-in-depth Yes Shared CSP and ArcGIS Online utilizes AWS & Microsoft Azure native FedRAMP authorized ArcGIS OnlinelZ. AWS & Microsoft Azure @A 5 4 7 FedRAMP
techniques defined, implemented, and evaluated for 3rd-party security features to route users to ArcGIS Online resources, these Cloud Sk o U T MEE AR LT, 1—H—% ArcGIS Online U ¥/ —
tection. detecti d timel « " K Service Provider features provide protection against attacks such as common . N _ . . ., . . .
IVS-09.1 protection, z: ection, and timely response to network- DDOS attack ACFEELFEFT, TNoDZ 77K H—EX 7O X—DO1EE L. Network Defense
based attacks? —H97% DDoS WEHR EOKEN HREL £T,
Are logging and monitoring policies and procedures Yes CSP-owned Logging and monitoring policies are part of the FedRAMP program and O E=ZRY V7 DHEIE FedRAMP 7B 5 LD—8BE LTEE
established, documented, approved, communicated, reviewed annually. All policies are maintained in a centralized location that is BEINET, T_TOENIE. REEAT /LI TEE—TLah
LOG-0Il.1 [applied, evaluated, and maintained? L R RS e CRE I NET,
Logging and .
o . Logging and
- - - Monitoring Policy
Are policies and procedures reviewed and updated at  |Yes CSP-owned Polices and procedures are reviewed annually as part of our FedRAMP Hét& FEIZ., FedRAMP BEO—B¢ LTHEEREEANE T, Monitoring
horizati and Procedures
least annually? authorization
LOG-01.2
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Answer Ownership (BEER)
Are processes, procedures, and technical measures Yes CSP-owned Audit logs are retained as defined by ArcGIS online retention policy whichis |82 0 4|2, FedRAMP ZE# (2348 - 7= ArcGIS Online O{RFRY > —
defined, implemented, and evaluated to ensure audit log in alignment with FedRAMP requirements. ICRE-> TR AN ET, Audit Logs
LOG-02.1 [security and retention? i
Protection
Are security-related events identified and monitored Yes CSP-owned Audit logs are reviewed weekly within the ArcGIS Online solution by the ExEnslz. ¥ F 4 F—LIZE>7T ArcGIS Online VU 2 —
within applications and the underlying infrastructure? Security team vavATEAELELi—ShET,
LOG-03.1
Security Monitoring
Is a system defined and implemented to generate alerts |Yes CSP-owned Esri security team reviews infrastructure logs weekly. Customers are Estit*¥aVUTq F—Liz. A7 7Fv O %2BHEL and Alerting
to responsible stakeholders based on security events responsible for monitoring their own activity logs which include user logsand | .. _ LEd, 1Y O/ BLEUT T4 T4 5BET 74 L
LOG-03.2 [and their corresponding metrics? activities. T4 AT DOERIIBEROEETT,
Is access to audit logs restricted to authorized Yes CSP-owned Esri security team and each customer has access to their own organizational |Esri ¥ 2V 574 F—LBLUOBEHEIL. REBOBEBEO S IZT7 /&
personnel, and are records maintained to provide audit logs. 2TEET, Audit Logs Access
LOG-04.1  [unique access accountability? and
Accountability
Are security audit logs monitored to detect activity Yes CSP-owned Audit logs are reviewed weekly within the ArcGIS Online solution by the BEERJE, ¥ 2UFT 4 F—LICL>TArcGIS Online VU 2 —
outside of typical or expected patterns? Security team. Customers re responsible for reviewing their organizational S avANTEBLEL—ShEd, HBOEEOD/ DL Er—3bE
LOG-05.1 audit logs. L i
BROEBEETY,
Audit Logs Logging and
- - — - - - — Monitoring and Monitorin
Is a process established and followed to review and take |Yes CSP-owned Audit logs are reviewed weekly within the ArcGIS Online solution by the EExEOslt. ¥ 2T 4 F—LIZE->T ArcGIS Online VU 2 — R onitoring
; ) L ) N esponse
appropriate and timely actions on detected anomalies? Security team. Customers re responsible for reviewing their organizational S avANTEBLEL—ShEd, HBOEED /DL L1 —3bE P
LOG-05.2 audit logs. L i
BROEBEMETY,
Is a reliable time source being used across all relevant  |Yes CSP-owned In order to both increase the security of ArcGIS Online, and to provide ArcGIS Online Dt F 2 U T4 2@ EIH, ARV BTPERTD
information processing systems? accurate reporting detail in event logging and monitoring processes and LR FEROERALF— F ORMAIEMT 0. TRTOY—E
records, all services use consistent clock setting standards (e.g.PST, GMT, UTC - P g
etc.). When possible, server clocks are synchronized through the Network A —E L 7-FSZIRERAE (PST, GMT, UTC 4 &) 2ERL £7. Clock
LOG-06.1 Time Protocol which hosts a central time source for standardization and AIEEZRBR Y . ArcGIS Online > R 7 L& CIERALLZMHIE T 5720 oc
reference, in order to maintain accurate time throughout the ArcGIS Online [z {E#({v 5 L ONSRBD OO RIMEL DY — R &K 2 LT 5 Synchronization
systems. Network Time Protocol Z@B L TH—/N\— 70y 7 hREAINE T,
Are logging requirements for information meta/data Yes CSP-owned Data logging in alighment with NIST standards F—2 aX > 71T NIST | ICEMLTULET,
system events established, documented, and
LOG-07.1  [implemented?
Is the scope reviewed and updated at least annually, or |Yes CSP-owned Esri has a formal company security policy which addresses the audit and EsrilCld, A7 %280 ERB L OHBASEETOEHICHILT S, ERXKE Logging Scope
whenever there is a change in the threat environment? accountability requirements which includes logging. Associated procedures SELELUTF4 RS —HBYET, EETEEIBEOL L HE
are updated at least annually. AGO weekly log reviews are conducted as part N N . ik 5
LOG-07.2 of the continuous monitoring activities which also includes an annual review IEEHNET, AGO DO OBED L Ea— &, HHFHIREARE
or when there is a change in the environment. Fo—IRE LTEBINET,
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Are audit records generated, and do they contain Yes CSP-owned ArcGIS Online audit records are generated in alignment with FedRAMP ArcGIS Online MESZE 5512, FedRAMP Moderate B4 (230 » TER
relevant security information? Moderate requirements which include ensuring they contain: successful and XN EF, FedRAMP Moderate BIZ 1. TH™Y > b AL F > DF
unsuccessful account logon events, account management events, object .. - L .. N .
access, policy change, privilege functions, process tracking, and system NERBOANY b THYY PEBARY N ATV 27 T 74
events. For web applications: all administrator activity, authentication 2, RYY—FE, EREE. TOEXEBH YATL ARV MHE
LOG-08.1 checks, authorization checks, data deletions, data access, data changes, and £ £4, Web 77U 7 —3 a v OHEd: T RTCOEEEEH). 23 Log Records
permission changes. Fzvo, ERFzv o, T—REIKR. T2 TIER T—RE
B, EREENEEINET,
Does the information system protect audit records Yes CSP-owned Only accessible by the ArcGIS Online infrastructure administrators ArcGISOnline 1 Y 75X NS0 F v EBEOANT 7 L AABETT,
from unauthorized access, modification, and deletion?
LOG-09.1 Log Protection
Are monitoring and internal reporting capabilities Yes CSP-owned Key management policies, procedures, and processes for ArcGIS Online align |ArcGIS Online ®#EEERY >~ — FE, 7O+ XlZ. FedRAMP ZE{
established to report on cryptographic operations, with FedRAMP requirements. [CHEMLTWET, Encryption
LOG-10.1 encryption, and key management policies, processes, Monitoring and
procedures, and controls? Reporting
Are key lifecycle management events logged and Yes CSP-owned Logging is enabled for auditing and reporting cryptographic key usage viathe | 7 S K X4 54 7OHREBL X T LA N LT, BEHOFERAKTE
i fis i cloud native key management systems. S S Sio b . S S A = e .
Lot monitored to enable auditing and reporting on EEBINRETAA-HOONEMICE>TWET, Transaction/Act Logging and
-1l cryptographic keys' usage? N
ryptograp| % 3 ivity Logging Monitoring
Is physical access logged and monitored using an Yes Shared CSP and ArcGlIS Online's cloud infrastructure providers have physical security ArcGISOnline @2 59 R AV 75X S0 F v Z7ANAKZ—1Z. ¥
auditable access control system? 3rd-party measures for their data centers that comply with high industry standards for B 1 Y T4 SR 2 R SR | - YR
physical security controls. For more information, visit their respective = R . - . R
compliance sites below. *a )T AHEET K £V E—ICEALTLET, BICOVT
Microsoft Azure: https://www.microsoft.com/enus/trustcenter/Compliance [l¥. A TOEHD IV TIA TV R YA bE2TSRBIFEZE L, Access Control
LOG-12.1 .
Amazon Microsoft Azure: Logs
Web Services: https://aws.amazon.com/compliance/ . . .
https://www.microsoft.com/enus/trustcenter/Compliance
Amazon Web Services: https://aws.amazon.com/compliance/
Are processes and technical measures for reporting Yes CSP-owned ArcGIS Online I£. CIS N> F ¥ —7% % DISA STIGS & L DERD R
monitoring system anomalies and failures defined, ° S b5 DAY D = PN — 25 A
LOG-13.1 - gd)' el - ArcGIS Online has developed a system configuration baseline in alignment b TTITARSEST Y AT LBRN AT A Y EREL TN
) I EIETIEASE), Pl S el with industry best practices such as CIS benchmarks and DISA STIGS. ED
Failures and
— — — - Anomalies
Are accountable parties immediately notified about No CSP-owned Impacted customers are notified within 72 hours HELXZITHPERICIE T2 BEURICBRLET, R .
eportin
anomalies and failures? P g
LOG-13.2
Are policies and procedures for security incident Yes CSP-owned Incident management is delineated within ArcGIS Online's Incident Response |4 > 5> ~ &84, FedRAMP E#(Z7A > 7= ArcGIS Online ™ A >~
management, e~ discovery, and cloud forensics Plan documentation aligning with FedRAMP requirements. SRy R HETE BT STV E T,
established, documented, approved, communicated,
SEF-01.1 applied, evaluated, and maintained? S ity Incident
ecurity Inciden
Security Incident 4
. Management, E-
Management Policy .
Discovery, &
Are policies and procedures reviewed and updated Yes CSP-owned Incident response plan is tested and reviewed annually ATy bELEBEIIBETA SN, RESNET, and Procedures Cloud Forensics
annually?
SEF-01.2



http://www.microsoft.com/enus/trustcenter/Compliance
http://www.microsoft.com/enus/trustcenter/Compliance
http://www.microsoft.com/enus/trustcenter/Compliance
http://www.microsoft.com/enus/trustcenter/Compliance
http://www.microsoft.com/enus/trustcenter/Compliance
http://www.microsoft.com/enus/trustcenter/Compliance
http://www.microsoft.com/enus/trustcenter/Compliance
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Are policies and procedures for timely management of |Yes CSP-owned ArcGIS Online Incident Response plan is in alignment with the FedRAMP ArcGIS Online @A > F > Fxti5EHE IZ. FedRAMP ZE4 (2R > T WL
security incidents established, documented, approved, requirements. 9,
SEF-02.1 communicated, applied, evaluated, and maintained?
Service
- - — - Management Policy
Are policies and procedures for timely management of |Yes CSP-owned ArcGIS Online Incident Response plan is in alignment with the FedRAMP ArcGIS Online @A > F > FxtiSEHE X, FedRAMP B4R -7-%
security incidents reviewed and updated at least requirements and reviewed annually. DTHY. BEEEINET, and Procedures
SEF-02.2  [annually?
Is a security incident response plan that includes Yes CSP-owned ArcGIS Online Incident Response plan is in alignment with FedRAMP ArcGIS Online @A > 7> FiISEHE X, FedRAMP E4(ZA->TW
relevant internal departments, impacted CSCs, and requirements. 9,
other business-critical relationships (such as supply-
SEF-03.1 chain) established, documented, approved, Incident Response
communicated, applied, evaluated, and maintained? Plans
Is the security incident response plan tested and Yes CSP-owned ArcGIS Online tests the Contingency and Incident Response Plans annually (at |ArcGIS Online |%. FedRAMP E# (A - T. BRABSEHES LU0
updated for effectiveness, as necessary, at planned a minimum) in alignment with FedRAMP requirements. vUTF v bEIbEEEY (BETHL) BETRAMNLET, Incident Response
SEF-04.1 intervals or upon significant organizational or )
environmental changes? Testing
Are information security incident metrics established Yes CSP-owned The ArcGIS Online Incident Response plan is in alignment with FedRAMP ArcGIS Online ® A > F > b sEtE X, FedRAMP E4(2A-71=% Security Incident
and monitored? requirem'ents and its effectivene.ss is measured using metrics that are tracked DTHY . FOEYEEIL. B, BEEsh. THOICEEIND X ~ ncident Mar‘lagement, E-
SEF-05.1 and monitored and regularly reviewed. Yo R AR LCHE S NE S N . Discovery, &
" ’ esponse Metrics | joyd Forensics
Are processes, procedures, and technical measures Yes CSP-owned Esri maintains a Product Security Incident Response Team (PSIRT) to manage [Esri (gt¥ 1 UF 4 4 T & BB 57812 PSIRT (Product
supporting business processes to triage security-related security incidents using the FIRST PSIRT services framework to guide Security Incident Response Teams) %% L. FIRST PSIRT #— &
SEF-06.1 events defined, implemented, and evaluated? processes related to the intake, validation, and prioritization of security X T LT — AR LT, %ol EEA Ak OERY A Event Triage
-00. related events. N
. RIE. ERIEAIA T ICBET 5 7O REHA K LTLET, Processes
Are processes, procedures, and technical measures for |Yes CSP-owned Impacted customers are notified within 72 of confirmed breach EEAEZ T HEERICIE. BEINLEIEHIERINTHDS 72 BEIUL
security breach notifications defined and implemented? AICBEIL 9,
SEF-07.1
Security Breach
Are security breaches and assumed security breaches Yes CSP-owned Impacted customers are notified within 72 of confirmed breach. EEADTHEERICIE. BEINLEIEHIERINTHS 72 BEUL Notification
reported (including any relevant supply chain breaches) AICBEILE T,
SEF-07.2 as per applicable SLAs, laws, and regulations?
Are points of contact maintained for applicable Yes CSP-owned Esri maintains contact with external parties such as regulatory bodies, service |Esri (3. &M, H—EX 7ONNA K— EFR 74— L EDH
regulation authorities, national and local law providers, and industry forums to ensure appropriate action can be quickly MERE L OERE IS L. HBITS L CEYARBEEREICEL. )
L - taken and advice obtained when necessary _ Points of Contact
SEF-08.1 enforcement, and other legal jurisdictional authorities? BEAEB2ZEATEL LS ICLTUVES, .
Maintenance
Are policies and procedures implementing the shared  [Yes CSP-owned Managers of ArcGIS Online employees are responsible for ensuring ArcGIS Online DIEEEDERBE|Z. F—L XN \—|CBAINS L
security responsibility model (SSRM) within the awareness of applicable security policies and procedures for team members. | Y54 RS — b L OFIBARE - BB L2 ELAHY =7,
organization established, documented, approved, A customer responsibilitY matrix is ?vailable for custf)me.rs within the ArcGIS FedRAMP (35 & B A £ BERS 51t 1=. BERI- 13 ArcGIS SSRM Policy and
STA-01.1 . . L Trust Center to ensure alignment with FedRAMP obligations. = = N
communicated, applied, evaluated, and maintained? Trust Center NT. BEENDEE P v o XABELTWET, Procedures
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Are the policies and procedures that apply the SSRM Yes CSP-owned Policies and procedures are reviewed and updated annually orinthe eventof |78 1) & — ¢ FE|Z. BEF/-IZEFEELZTELAH>-BEICEEIN,
reviewed and updated annually? significant changes. BIHINET, SSRM Policy and
STA-01.2
Procedures
Is the SSRM applied, documented, implemented, and Yes CSP-owned This is part of our Secure Development Lifecycle and reviewed and updated = N (37D F 2 FEKTA 7 HA ZILO—TH'  BEL
managed throughout the supply chain for the cloud annually. Esriis incorporating supplementary Supply Chain security Ea—cEHASNTWET, Esri(d 800-53 Revision 5 » B 11
STA-02.1 service offering? requirements from NIST 800-53 Revision 5. YT IAF v DEE Y T EEEIRY ANTOET, SSRM Supply Chain
Is the CSC given SSRM guidance detailing information ~ |No CSP-owned Esri published the ArcGIS Online Customer Responsbilitiy Matrix (CRM) to the Esri (& ArcGIS Trust Center ® K3 2 X > k|2 ArcGIS Online D EF&
about SSRM applicability throughout the supply chain? ArcGIS Trust Center documents. BROBEMES Y v 7R (CRM) #2FL £ L7,
STA-03.1 SSRM Guidance
Is the shared ownership and applicability of all CSA Yes CSP-owned Responsibilities are delineated within the ArcGIS Online Customer EH1EIZ ArcGIS Online O BEEOEE~ LY v 27 X (CRM) RICEZR X
CCM controls delineated according to the SSRM for the Responsibility Matrix (CRM). ncTuwEd, SSRM Control
STA-04.1  |cloud service offering? O hi
wnership
Is SSRM documentation for all cloud services the Yes CSP-owned This is part of our Secure Development Lifecycle and reviewed and updated |z Mgt ¥ 2 THEZ A 7 A JLO—ETHY ., BEL E1—&
organization uses reviewed and validated? annually n. BFENES, SSRM
STA-05.1 Documentation
Review
Are the portions of the SSRM the organization is Yes CSP-owned ArcGIS Online has established a formal, periodic audit program that includes |ArcGIS Online |3, ERXAEHER O/ I LA BEILZLTHEY ., ThIC
responsible for implemented, operated, audited, or continual, independent internal and external assessments to validate the (MR IR L 7= NSRS £ OB SHME A S 1. ArcGIS Online @ SSRM C |
STA-06.1 assessed? implementation and operating effectiveness of the ArcGIS Online control - i - ontro
environment. EBEREORES S EROEIMERILTVLET, Implementation
Is an inventory of all supply chain relationships Yes CSP-owned A supplier inventory is maintained to ensure validation adherence with YT A4—DA4 Ry hYx, ArcGIS Online x5 4 BLN
developed and maintained? ArcGlIS Online security and operational standards. As part of ArcGIS Online BREAEICEN L TND T EARRT Z -0 (CEBINTNES
operations there are no subcontractors authorized by Esri to view any . - - N . . N Supply Chain
STA-07.1 customer owned content that you upload into ArcGIS Online. ArcGIS Online DBAO—H] L LT, H&EHKA' ArcGIS Online (277 7 PPY
O—FLABERFREDNIY T Y% Esri pBE T2 L £HATLL Inventory
THEEBEIFELEEA,
Are risk factors associated with all organizations within |Yes CSP-owned Risk factors and associated assurance materials are reviewed for suppliersat | 1) X 7 Z X & BEET A{RIAEERNTZ. DA< ELE 1R, 754V —
the supply chain periodically reviewed by CSPs? least annually. I LCTREENET, Supply Chain Risk
STA-08.1
Management

CcCcM

Domain Title

Supply Chain

Management,

Transparency,
and

Accountability
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Do service agreements between CSPs and CSCs Yes CSP-owned ArcGIS Online's Terms of use are available within the ArcGIS Trust Center ArcGIS Online OF #9135 ArcGIS Trust Centerd® K¥ 2 X > M ZH
(tenants) incorporate at least the following mutually documents tab: https://www.esri.com/content/dam/esrisites/en- e
d - 4 ) us/media/legal/ma-translations/english.pdf ) o
egreEs) Upeh [Previseis aueerr B https://www.esri.com/content/dam/esrisites/en-
* Scope, characteristics, and location of business us/media/legal/ma-translations/english.pdf
relationship and services offered
* Information security requirements (including SSRM)
» Change management process
* Logging and monitoring capability Primary Service and
STA-09.1 * Incident management and communication procedures Contractual
* Right to audit and third-party assessment Agreement
* Service termination
* Interoperability and portability requirements
* Data privacy
Are supply chain agreements between CSPs and CSCs  [Yes CSP-owned ArcGIS Online third party agreement processes include periodic review and  |ArcGIS Online DE=EZHN 70 X (21E. FHNAL B2 — LRED
reviewed at least annually? reporting, and are reviewed by independent auditors. cEnNTHY ., M LEEEBEEEICL--TLE2I—SNET, f
A Supply Chain Supply Chain
STA-l10.1
Agreement Review Management,
Transparency,
Is there a process for conducting internal assessments at |Yes CSP-owned ArcGIS Online has established a formal, periodic audit program that includes [ArcGIS Online &, ERXAFEHEE A/ S L2 BIILTHE Y., I and
least annually to confirm the conformance and continual, independent internal and annual external assessments to validate IR TR L 7 NEREHE B £ R D ABEEA S £ 1. ArcGIS Accountability
STA-11.1 effectiveness of standards, policies, procedures, and SLA the implementation and operating effectiveness of the ArcGIS Online control ] . e s st 3 o Internal
i : . b environment. Online DEBERBOEES L VEROEMEZRIELTWET, Compliance Testing
activities?
Are policies that require all supply chain CSPs to comply |Yes CSP-owned This is part of our Secure Development Lifecycle and agreements are N F 2 TERSA THAZILO—THY BELE1—X
with information security, confidentiality, access control, reviewed annually h. BFHanzd, Subply Chai
u ain
privacy, audit, personnel policy, and service level PPY
STA-12.1 . . Service Agreement
requirements and standards implemented?
Compliance
Are supply chain partner IT governance policies and Yes CSP-owned This is part of our Secure Development Lifecycle and agreements are INEFEF 2 TEERIATHA IILO—BTHY . BELEL—X
procedures reviewed periodically? reviewed annually h. BFFanzd, Supply Chain
STA-13.1 Governance
Review
Is a process to conduct periodic security assessments  |Yes CSP-owned An annual assessment is conducted of the entire ArcGIS Online solution FedRAMP Z#(2 A>T, Y774 F = — ##8% 5% ArcGIS Online
for all supply chain organizations defined and including Supply Chain organizations, in alignment with FedRAMP VU a—t g vAKIZOWT. BEIEASHEENE T, Supply Chain Data
STA-14.1 imp|emented? requirements Security
Assessment
Are policies and procedures established, documented, |Yes CSP-owned Priority of addressing vulnerabilities in alignment with FedRAMP FedRAMP ZE#& (A > -8 tE~ DX S 2 BE L £ 9,
approved, communicated, applied, evaluated, and requirements. Threat and TH &
reat
maintained to identify, report, and prioritize the Vulnerability
TVM-01.1 o o . Vulnerability
remediation of vulnerabilities to protect systems against Management Policy
vulnerability exploitation? and Procedures Management



http://www.esri.com/content/dam/esrisites/en-us/media/legal/ma-translations/english.pdf
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Are threat and vulnerability management policies and Yes CSP-owned In alignment with FedRAMP requirements threat detection signatures and FedRAMP E{(ZA > T, ArcGIS Online ¥ X F LA TEBRE- 134
procedures reviewed and updated at least annually? behavioral analysis tools used or installed on systems in ArcGIS Online are VRM—ILENTWBREERE Y 72 F v EITEIDNTY — L ASEER Threat and
updated frequently N
BEEINET, Vulnerability
TVM-01.2
Management Policy
and Procedures
Are policies and procedures to protect against malware |Yes CSP-owned All systems in ArcGIS Online as well as administrator workstations have anti- |ArcGIS Online D IR TDY R T LB L OVEBET - X 57— 3 I(C
on managed assets established, documented, approved, malware installed. This is in alignment to FedRAMP requirements. . ST TRENA VA F—LENTHNES, ZhlE. FedRAMP
TVM-02.1 communicated, applied, evaluated, and maintained? DEHICR->T-HDTT,
Malware Protection
Policy and
Are asset management and malware protection policies [Yes CSP-owned In alignment with FedRAMP requirements threat detection signaturesand  |FedRAMP Z#:(Z/A > T, ArcGIS Online @3 XA 7 L TERF 72134 Procedures
and procedures reviewed and updated at least annually? behavioral analysis tools used or installed on systems in ArcGIS Online are VAR —LENTWBEEBIES 73T v & TR — L ASEEE(C
N updated frequently N
TVM-02.2 FHENET,
Are processes, procedures, and technical measures Yes CSP-owned This is part of our Continuous Monitoring as part of our FedRAMP ZhlE FedRAMP BED—IB ¢ L TOMGEHE=42 Y » 7 D—ET
defined, implemented, and evaluated to enable authorization. Esri's Software Security & Privacy team notifies and . ESH DY T R T7 £FaUT4 & F5ANY— F—Llt. ¥R
scheduled and emergency responses to vulnerability coordinates with the appropriate Operations Teams when conducting S IERATEF 2 Y B ER A ST 2 . 7 E
P based on the identified risk)? security-related activities within the system boundary. Activities include, 7 / [
Fela iR ((Bees) e e el GH g vulnerability scanning, contingency testing, and incident response exercises. |F—AISBA L, AELEd, N ODEBICIE, BHERF v,
ArcGIS Online performs external vulnerability scans at least monthly and REBHIST A M, A>Ty bRIGOIEHIEENTLET, Vulnerability
TVM-03.1 identified issues are investigated and tracked to resolution - This is ArcGIS Online E4 7% < & HEA. ABOREBEZF v 2L, 4 Remediation
performed annually by a third party assessor against FedRAMP moderate . . i N \ N
controls, including the addition of pentesting. ArcGIS Online also addressing Esn-MERATIN, BRETEBHNET, NI FedRAMP Schedule
Emergency Operational Directives as Moderate BEEICH LT, BF=FOFHMEFICL > TEEL Ea—3Ih,
ey s fesvisel BMDBATZ FHEENET, ArcGIS Online (&, B2EREHHE
TEInHecdbdmLThWET,
Are processes, procedures, and technical measures Yes CSP-owned In alignment with FedRAMP requirements threat detection signatures and FedRAMP E# (28> T, ArcGIS Online @ R F L TERF 7134
defined, implemented, and evaluated to update behavioral analysis tools used or installed on systems in ArcGIS Online are VA —ILENTWARBEBHEY 72 F v E1TEDW Y —ILASEER(C
detection tools, threat signatures, and compromise updated frequently T ANET
TVM-04.1 | . ° Detection Updates
indicators weekly (or more frequent) basis?
Are processes, procedures, and technical measures Yes CSP-owned Vulnerability assessments against ArcGIS Online are conducted at least SRTL Web 7Y r— a3y ToAR—IXDRAF¥ ¥ EERD
defined, implemented, and evaluated to identify updates monthly as part of the Continuous Monitoring Plan - including system, web ArcGIS Online 12544 2 BEE8 M=l 2. WEMTE=& Y > /StEO—BE
for applications that use third-party or open-source (el o 20| e Elben S . ELT. A ELBAERINET, External Library
TVM-05.1 libraries (according to the organization's vulnerability Vulnerabilities
management policy)?
Are processes, procedures, and technical measures Yes CSP-owned Penetration testing is done through our SAA process. BATAXAMESAA 7R EZBLTIThbNE T,
defined, implemented, and evaluated for periodic,
TVM-06.1 |independent, third-party penetration testing? Penetration Testing
Are processes, procedures, and technical measures Yes CSP-owned Vulnerability assessments against ArcGIS Online are conducted at least PRTL Web 7Y r— a3y ToAR—RDRAF¥ v ERD
defined, implemented, and evaluated for vulnerability monthly as part of the Continuous Monitoring Plan - including system, web ArcGIS Online (2389 2 iEeg s, BT 2 > VHEO—B -
. o application and database scans i Vulnerability
TVM-07.1 detection on organizationally managed assets at least ’ ELT. AL EbBASEHmANET
monthly? > ° Identification
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Is vulnerability remediation prioritized using a risk-based |Yes CSP-owned Vulnerability assessments against ArcGIS Online are conducted at least SRTL Web 77U S— 3y T—EAR—IADAF ¥ 5588
model from an industry-recognized framework? monthly as part of the Continuous Monitoring Plan - including system, web ArcGIS Online (234 2 B33 2@ 1. MEMTE- KU v /B0 —B
application and database scans. Issues are categorized by adjusted CVSS b P o . \
JIN c
scores to reflect operational risk and remediated in alignment with FedRAMP cLT P EHBARBINET. MEF. ERLOVR7ER
Moderate timelines: HIGH risk - within 30 days, MODERATE risk - within 90 Mg 2L ICHAEIN-CVSS Xa7IcL -~ THEIN, FedRAMP Vulnerability
TVM-08.1 days, and LOW risk - within 180 days. Critical risk issues are addressed in less |Moderate D XA LT 4 A>T ENET: 5 X7 DEA 30 Prioritization
then 7 days. AL, Y R205HE 90 BLA, £ 227 0%He 180 AR, &
KD RTORMEIL T BUAICHLEINET,
Is a process defined and implemented to track and Yes CSP-owned See - TVM-08.1 - The ArcGIS Online Continuous Monitoring Plan (in alignment | TVM-08.1 % Z& 8B < 72X Ly, ArcGIS Online DT =4 Y > 75t Threat &
report vulnerability identification and remediation with FedRAMP Moderate control requirements) ensures appropriate tracking & (FedRAMP Moderate 2> b 0 — LE{E(Z#40) (2. POAM (Plan of Vulnerability
s . . . d reporting of vulnerabilities through a Plan of Actions and Milestones i
activities that include stakeholder notification? an : ; | e B2 M ) S AT] Ao Frepeny Vulnerability Management
TVM-09.1 (POAM) listing. Issues are discussed with authorized resources as part of Actions and Milestones) U 2 &38 LU T, RES5IEDBY) R IBH & Wi M
e monthly ConMon meetings. ERAEL £, FIEE. BA® ConMon S —F 4 >/ O—BE LT, anagement
ERESASNEY Y — R L BRENET, Reporting
Are metrics for vulnerability identification and Yes CSP-owned This is part of our Continuous Monitoring as part of our FedRAMP ZNnlx., FedRAMP 2ED—B ¢ L TOMENE=_KXY » 7T D—3ET
remediation established, monitored, and reported at authorization. Vulnerability scans occur at least monthly and metrics are T, BEMRF v EAL B ELBAERIN. X NS REBAD VuInerabiIity
_ . summarized and discussed as part of the monthly ConMon meeting, . N o
TVM-10.1  ldefined intervals? ConMon £ —F 4 » 7 O—8E LTENS N, BRENT, Management
Metrics
Are policies and procedures established, documented, |Yes CSP-owned Customers are responsible for establishing, documenting and maintaining IV RBEA Y MCETERY S —EFIBOREL, X2, #iFE. B
approved, communicated, applied, evaluated, and policies and procedures for endpoints. EHOEETT,
UEM-01.1  [maintained for all endpoints?
Endpoint Devices
- - — - - — Policy and
Are universal endpoint management policies and N/A CSP-owned Customers are responsible for updating policies and procedures for universal | 2 = /N—4 )L T KR4 > MZEETBRY S — L FIBOFEFIZ. BE p p
: rocedures
procedures reviewed and updated at least annually? endpoint. BoOSETT,
UEM-01.2
Is there a defined, documented, applicable and evaluated |N/A CSC-owned Customers are responsible for maintaining an internal software solution with [0S (CED << BBWNROT Y FHRA >~ MA Y R F—JLalgELR T 7Y
list containing approved services, applications, and the the approved list of applications that can be installed on managed endpoints e 3V DERYZAFEEERBY 7 YT Y a—a &
. based on 0S o Universal
sources of applications (stores) acceptable for use by Bli, BEROSETT Application and
UEM-02.1 . . ) o ) ° Endpoint
endpoints when accessing or storing organization- Service Approval
Management
managed data?
Is a process defined and implemented to validate N/A CSP-owned Customers are responsible for validating endpoint device compatibility with |0S 27 7’7 —< a v Ty RRA v b T4 RO B OBEE
endpoint device compatibility with operating systems 0S and Applications. X, BEREOSETT,
UEM-03.1 and app“cations? COmPatlblIlt)’
Is an inventory of all endpoints used and maintained to  |N/A CSC-owned Customers are responsible for maintaining a centralized inventory system for [ A5 <C/=-DICI FIFHARY MY S ZAT LIS T—XZEY A
store and access company data? all managed endpoints which ingests data from various inventory systems to G, TRTOEEHRDOTY FEA Y FOERARY FY L RFLD
UEM-04.1 prevent duplicates. . BEEOELCY Endpoint Inventory
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Are processes, procedures, and technical measures Yes CSP-owned Customers are responsible for defining, implementing and evaluating TRTCOIVRRAV N 7O2RRICHTARY > — L&A= ERT S
defined, implemented and evaluated, to enforce policies technical measures, that enforce policies and controls for all endpoints EHEROTE, B HilL., BEEOSLTT,
and controls for all endpoints permitted to access access. Endpoint
UEM-05.1 systems and/or store, transmit, or process Management
organizational data?
Are all relevant interactive-use endpoints configured to |Yes Shared CSP and CSC|AGO system configuration implements an automatic screen lock after a pre- |AGO > X 7 LKL, TBRICHTEL-ET 7 T4 7HERARE L 7~
require an automatic lock screen? defined period of time of inactivity. Customers are responsible for ensuring %.HBIR Y —Y Oy s AEELET, J—IRAF—Sa Y TAY A ic Lock
UEM-06.1 lockscreens are enabled for their workstations. s _ o - utomatic Loc
. TR = HEIEICHE S TL B D DHERIE. BEBOEETT, Screen
Are changes to endpoint operating systems, patch levels, [Yes CSP-owned Customers are responsible maintaining changes to the endpoint OSand/or |TY RREA > FD OS BL W/ FHET7TU S —> a3 VvOEENDEE
and/or applications managed through the organizational application. i, BEROEETT,
UEM-07.1 change management process?! Operating Systems
Is information protected from unauthorized disclosure |N/A CSC-owned Customers are responsible for all their managed endpoints to be encrypted ({2 V) 714 BEHICEOZE BENKROT Y FHRA v F2ES
on managed endpoints with storage encryption? based on their organizational security requirements F32 0. BEROEETT,
UEM-08.1 Storage Encryption
Are anti-malware detection and prevention technology |Yes CSP-owned Customers are responsible implementing anti-malware detection and BEBEHIBETITY FRA Y MLy = PHREE L OB LIEEAT
services configured on managed endpoints? prevention technology services on customer managed endpoints. Y CXAEETZ L. BEEOBRETT, Anti-Malware
UEM-09.1 Detection and
Prevention
Are software firewalls configured on managed Yes CSP-owned Esri assets (e.g. laptops) are configured with anti-virus software that includes [Esri EE (S v 7 b v 7HE) 1. BFA—I 74K Y T V7 b
dpoints? e-mail filtering, software firewalls, and malware detection. = = = 5= _ = Ao .
Oemeton | DT TTAT A=, AT TRAEEET Y FIANR YT Sofoware
-10. bz 7 CHERINET, Firewall
Are managed endpoints configured with data loss NA Shared CSP and CSC|ArcGIS Online customers are responsible for the management of the data ArcGIS Online ICRFEEINE-T—XDERIZ,. BPEEFEOEETT, Esri
prevention (DLP) technologies and rules per a risk they place into ArcGIS Online. Esri has no insight as to what type of content H. BEEAED LS AEEO YT Y% ArcGIS Online (218754
assessment? the customer chooses to store in ArcGIS Online and the customer retains B ; N . oy gy Data Loss
UEM-11.1 ’ complete control of how they choose to classify their content, where it is BHCONTYRRE T BFEES AV T Y ONETE REF Prevention
stored, used and protected from disclosure. B, ERAAE. ARho0REICOVWT, BEICEELET,
Are remote geolocation capabilities enabled for all No CSP-owned Not utilized FIBEL
managed mobile endpoints?
UEM-12.1 Remote Locate
Are processes, procedures, and technical measures N/A CSC-owned Customers are responsible for policies and procedures for mobile device ENRNAIL TNAREY E— L YIBRTIENEFTEZENAIL THNA X
defined, implemented, and evaluated to enable remote security which reserves the right to remotely wipe mobile devices. LXaUFo0REY S — ¢ FIEL. BEEOEELTT,
UEM-13.1 [company data deletion on managed endpoint devices? Remote Wipe
Are processes, procedures, and technical and/or N/A CSP-owned Customers are responsible implementing processes, procedures and HB—KNX—F 4 TV RRAVbDEx2 T4 %28 MT570€X,
contractual measures defined, implemented, and technical measures evaluating security of third-party endpoints. FIE. BWEBOEE . PEEOEELTT, Thirdp
ird-Part
evaluated to maintain proper security of third- party 4
UEM-14.1 . . o Endpoint Security
endpoints with access to organizational assets?
Posture

CcCcM

Domain Title

Universal
Endpoint

Management

End of Standard
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CSP SSRM CCM CcCcM

CSP Implementation Description . L.
Question (o7:\[o) Control Control Title | Domain Title
(Optional/Recommended)

Answer Ownership

Summary of answer fields:

Assessment Question

The description of the question.

CSP CAIQ Answer

The Cloud Service Provider (CSP) must respond with “Yes”/ ”"No”/ "NA” next to the corresponding assessment question, and for the portion(s) of the CCM control specification they are responsible and accountable for implementing.

Meaning of possible replies:

* “Yes”: The portion(s) of the CCM control requirement corresponding to the assessment question is met.

* “No”: The portion(s) of the CCM control requirement corresponding to the assessment question is not met.

* “N/A”: The question is not in scope and does not apply to the cloud service under assessment.

NOTES:

A “Yes” answer i

A “No” answer indicates that the portion of the control in question is not implemented, while in scope of the assessment. The CSP has to assign the implementation responsibility of the control to the relevant party under column “SSRM control ownership” A “N/A” answer indicates that the portion of the control in question is out of scope of the assessment. The “SSRM control ownership”

column is to be left blank (e.g., greyed out), and optionally the CSP may explain why it is the case

Shared Security Responsibility Model (SSRM) control ownership

The CSP control responses shall identify control applicability and ownership for their specific service.

* CSP-owned: The CSP is entirely responsible and accountable for the CCM control implementation.

* CSC-owned: The Cloud Service Customer (CSC) is entirely responsible and accountable for the CCM control implementation.

* Third-party outsourced: The third-party CSP in the supply chain (e.g., an laa$S provider) is responsible for CCM control implementation, while the CSP is fully accountable.

* Shared CSP and CSC: Both the CSP and CSC share CCM control implementation responsibility and accountability.

* Shared CSP and third party: Any CCM control implementation responsibility is shared between CSP and the third party, but the CSP remains fully accountable.

Note: The CAIQv4 SSRM schema is tailored to CCMv4’s Supply Chain Management, Transparency, and Accountability (STA) domain, controls 1-6, and their corresponding implementation guidelines.

CSP implementation description (optional/recommended)

A description (with references) of how the cloud service provider meets (or does not meet) the portion(s) of the SSRM control they are responsible for. If “NA,” explain why.
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